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R TR LA, IR R L AERMERA, ASCEAEM, BUTTREHRA . R,
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1. ZHHTRAR A SCRF R AR

AR SCAEER 22 e RIS PR AT HE A, P DL G N 2 T RRAS S 15 SCRF 43RG . 45K
W& BE Web F SEHTHA A, MRRATHT I KEGHT Web FRAS,  MRRATY S FRUEE N
FRARCA S D022 PUSHIRRAS . AR U] &7 A SR ? I8 P AL A R G T
TEEE, WHHE probe EI N EE . ERGMIE THIA probe T3 N probe MK, il
ORI ND G S VA R N =

fn4: display system internal version

. @i EE, BikiE F5020 AN H A S N D022SP16, J&T-H Web WA 7330, 2
FF 224 550G

<H3C>system—view

System View: return to User View with Ctrl+Z.
[H3C]probe

[H3C—probeldisplay system internal version
H3C SecPath F5020 V900R003B02D622SP16
Comware V700R001B64D022SP16

2« FFRRA




U Y RTARAR AN S RF 22 A5l URE BAE Web ST LG E 22 4 5Km, B i FH 24 ) 22 45k
ks CH BT R A 2242 SR SR 2403 2 30 U Il B ) SR ), R DO & MO 4 3 B
W HT. B3 H3C B http://www. h3c. com/cn/ , TE “H U= i SCRE S RS> ST 5K
P N O 247 B42 N ik Comware VT R, RS & 3B Kb 170 50 58 1k A6
BN B L

English HK M &%
H'BF; RESH = FmRER BRAEE BRAGHRE FRXESEE #HE=AF SEE  XFHD

B RS SIRS  SO S TR 2 Comware V7 %51
Comware V7 Z5%l
3 SecBlade IV NGFW 3 SecBlade Il NGFW
% H3C SecPath F5080-D F5060-D F5030-D 3 H3C SecPath F5080 F5060 F5030
3 H3C SecPath F5040 F5020 F5010 % H3C SecPath F1000-AK185 F1000-AK175 F1000-AK165 F1000-AK155 F1000-
AK145 F1000-AK135 F1000-C-EI F100-A-SI
% H3C SecPath F1000-AK180 F1000-AK170 F1000-AK160 F1000-AK150 F1000- % H3C SecPath F1000-AK125 F1000-AK115 F1000-C8150 F1000-C8130 F1000-
AK140 F1000-AK130 F1080 F1070 F1060 F1050 F1030 F1020 F1000-E-G2 F1000- C8120
A-G2 F1000-5-G2 F1000-C-G2 F100-E-G2 F100-A-G2 F100-E-EI F100-A-EI + H3C SecPath F1000-AK120 F1000-AK110 F1000-AK109 F1000-AK108 F1010
F1005 F100-M-G2 F100-5-G2 F100-C-G2 F100-C-EI F100-C80-WiNet F100-C60-
WiNet

> H3C SecPath F100-C-A5 F1000-C8110 F100-C50-WiNet

BN EEAE RO —#E 2 ANEEE 2 DML ERIRARSCE, AR5 0. ik 1 fos, X
FLZh TR B Lk & 2T KRR I SRR 5 0 R ER , L F1000 415 -k 4% R9323 (4b
HRRAS) DU MIRRAER A D022 BA S 32, F5000 R 5B k% RI320 (AMHARA S ) LUJE
IR A #E DO22 A 7337

* 1 NEBMA S N5 REEH

File= D012 D022
H3C SecPath F1020 F1030 F1070 | R9313P20 R9323P14
H3C SecPath F5040 F5020 F5010 | R9310P20 R9320P15
IR s | A HEmE CH web)

VT NGFW & 3B K A AR A TH 2 T AE R PR 3, Web J5 s 24705 3, IHRRAS T+ 2%
D022 FRAFHEFAAL a5 AT 7730 M H3C B ISRV AFRRCA ipe SCHF, dlid FTP/TETP KE K
PRSI EAR R, ] boot—loader T4 KR ¥ ek KA S T O RRA SO
H, main ZHERIR TR EZ I ROV ERE SR, FERAZ AR IR A2 RS N 2 2 R 3)
BrusR. MR EH T kB E 0.


http://www.h3c.com/cn/

W% boot—loader file file—name { all | slot } main
filtn: @it boot-loader fi4-#4 RI320P15 fRAE N T — ki ki F5020 & 23 H E
BEAEIRAS, BCESERUG M reboot A& EH A, SEREJE G RISERT 2, wI LA

display version fy & & & HAE K-

<H3C>boot—loader file cfal:/SECPATH5010F 5020F 5040F-CMW710-R9320P15. ipe all
main
Verifying the file cfa0:/SECPATH5010F 5020F 5040F-CMW710-R9320P15. ipe on slot

H3C SecPath F5020 images in IPE:

£5000fw—cmw710-boot—R9320P15. bin

£5000fw—cmw710-system—R9320P15. bin
This command will set the main startup software images. Please do not reboot
any MPU during the upgrade. Continue? [Y/N]:y

3. RE TR
Aok 18] SR AR 5B S 8] T AR IEAT Ui B VR A R A 1 £ SR, VT B ks b e B AT SRS A
T, AR T ACL R R IE NS, — iR EE TR A X BRI

[H3C] zone-pair security source trust destination untrust
[H3C-zone-pair-security-Trust-Untrust] packet-filter 3999 i EHRHE

[H3C] zone-pair security source trust destination untrust
[H3C-zone-pair-security-Trust-Untrust] object-policy apply ip internet  ¥ISREEHE

ERERNRE, ZERKIIAES X R IR B EARERIN LM, B UUT R %258
hREJE, X RS THRESL RN R 10 2 2 A SR 5 B I S [ I FC B, PR Dy & A s
SRR A PR I 2 R/, WO 2 e s N ILEC R e, AN EEAT I e, P
AR & P G B 2 A SRS AN AL e sRm, 5 MU AT R 2 3 B0 B A0 B i DR SR AN A R e A,
£ D022 HhRA T Web FMAC BN SCRF L ARSI E, W2 il 1T EAN R
BN A AL IS YE NG, Web FEHIHA 2 B SRS o BRI AMEVE R A AT HC B A Web
FHHEACE A REIRAC, AUk, = aric & A7 R SR, M5 S:2EK Web Fif iR %4
RISHCE, B SR Web FHIBEATACE, 95 7 OR8] SRS e 4 0 22 4 R0
4. REIIE) SRR HE O K

o B 2 A SR, V5 B STl 15 7 20K et B CAFFERN QORISR O 2 a3ims,



B, ISR R O e RS . TR, B TR RS
TG, ANSCRPEL I JE SR (4, AN E IR SR R, R e I DR SRS B L
RGNS, FAE I LT D IR T R
oL BRINT
1) F+4: 2 D022 WA
2) it security-policy switch—fromobject—policy fiv4 K IHIEC B XA+ startup. cfg
FEHONET security. cfg, MR FR;

[H3C]security-policy switch-from object-policy startup.cfg security.cfg
configuration switching begins...

Object policies in the specified configuration file have been switched to_security policies.
Reboot the device to make the configuration take effect. Reboot now? [Y/N]:|}

FEBIRECE Y. TS, BT A BRI B OSCIE B 3R E N S Ik E s, H
PO EZEmAN Y T R&ER, WRERUE XS E T MA N, FEdn NS Es
TBE B RE IE .

<H3C>display startup

MainBoard:

Current startup saved-configuration file: flash:/startup.cfg

Next main startup saved-configuration file: flash:/security.cfg

Next backup startup saved-configuration file: NULL
<H3C>|)

W LLE B4R R S SCE R Z BT startup. cfg, 1B TS 8IS0 O 248 1 i 4 s 1)
security. cfg 3CMFe BL AR TE R 1 X B FEWE 31| 22 4 S T B 3 6

3) HEEW, SERUER SR RAIEATH A E SO security. cfg:

4) HFERA RS )RE .

BRI LN 2 AR AR AR, THR R D022 FRA S W& A /7 7E security-—policy
disable fir4 o HH5e BUR KX 574 undo $ )5 4 KIE 4 A /L.

[H3C] undo security—policy disable
This conmmand will enable security—policy and disable object—policy. Do it?
[Y/N]:Y

BT 5 A 2 Xt b
B Yo A5 FH ) A2 35k ] SRR zone—pair, ECEWIT:



zone-pair security source Any destination Any
packet-filter 3000

#

zohe-pair security source Trust destination Local

object-policy apply ip Trust-Local
#

zone-pair security_source Trust destination Untrust
object-policy apply ip Trust-uUntrust
#

e T B SO R A R R, T AT 1 2 A TR
a0 N BB, mTRVR 2R R S0 object—policy By 12 4 Sk, X[ zone—pair
IS G, I JESNS packet—filter BAREATH .

security-policy 1ip
rule 0 name Trust-Local-0
action pass
counting enable
source-zone Trust
destination-zone Local
source-ip 172.31.0.0
rule 1 name Trust-untrust-1
action pass
counting enable
source-zone Trust
destination-zone untrust
source-ip 172.31.0.0
rule 2 name Trust-uUntrust-2
source-zone Trust
destination-zone untrust
source-ip 192.168.1.11

=
zone-pair security source Any destination Any
packet-filter 3000

B

zone-pair security source Trust destination Local

<.

ki

zone-pair security source Trust destination Untrust
#

5. REFESTERMA

VT NGFW 5 2By b T S 2R FRpIR AR Bl K s, He e Tl R T 1 48 X R 48 7 2% 250k 350t
PATPRESHLI B AR o B KB I 553 R B S, BB S a2 il kit
ATULEC . SRRSO PR IR R I, BRIV GRSEPAT R AmAs s R Icik i PR 18 3R
WL, MRS SR AT 4 2 4 SRS A B BEAT SRS A I UL . 5 DL FACEE SR O9 Fo v, Bls K
W 01— 2T I 2 TR R IV 4k 1 1E B RAR R IZAR S0 5 ULHCSE Fodads, N HiEET
ZIRSC, A BT

PRl HE B 22 e SRR 2 — P e B R B AAE SRR, AR TERIL W
A A A, ATPAUEE AR, FEHAER RN WRAEAES TR, BARL
T REVCA L2 B K 5 L B I ST 22 4 SR BELIT

N T AR PGE B AR S E R T, VT NGEW B kB SRR T SiE R TR/ I 1P
okt P/ H A 5L PR VPN SERI S S AT IR Bk . TERHAT dr S L AVE 2 1R



LA WG, PAUDP. ICMP Bl oxiifi ofil, Wnipy KB A Bl 3 5 ghdr iz 2 il il 55
W, MSIERTUET 60 )5 ZMBR, %0 HSECCRHF BATES. &R
175 R TR I 0, W W 4 BT AP AERT & 2 ) 25 PRI 2 R 0

4. display session table ipvd source—ip x.x.x.x destination—ip x. x.Xx.x
verbose

fln: MR Ping By KIS, 04T 5 IX Ping #AF, SilAGE T8 H BIHLhE 7> 51
9 172.31.0. 1 F1 172.31. 0. 22, PIGAES TR R AT A W R 40 N R, Sif Ay 1P
172.31.0. 1, £1EmRNJ7 TP N 172.31.0. 22, KA AL T Management X5, MM 75+
Local X3, K27 RIE T 5 ML, B kKM Rethl i Y, a7 I T 5 MR,
B K d WA 3% o A B K B AR R B iy i e i R T R 200, il 25
Ja AR o



[H3C]display session table ipv4 source—ip 172. 31.0. 1 destination—ip 172. 31. 0. 22
verbose

Slot 1:

Total sessions found: 0

[H3C]display session table ipv4 source—ip 172. 31.0. 1 destination—ip 172. 31. 0. 22
verbose
Slot 1:
Initiator:
Source IP/port: 172.31.0.1/28
Destination IP/port: 172.31.0.22/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: —-/-/-
Protocol: ICMP(1)
Inbound interface: Rethl
Source security zone: Management
Responder:
Source IP/port: 172.31.0.22/28
Destination IP/port: 172.31.0.1/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: —-/-/-
Protocol: ICMP(1)
Inbound interface: InLoopBackO
Source security zone: Local
State: ICMP REPLY
Application: ICMP
Start time: 2018-05-13 17:11:33 TTL: 2bs
Initiator—>Responder: 5 packets 420 bytes
Responder—>Initiator: 5 packets 420 bytes

Total sessions found: 1

FEREMNE, BESIERIG S —E 8 verbose 4L, A verbose ZHUTEII £
WHRDIE BED, W EERSCH AT O BARSCRIT S, ok, iR
(ARSI H T BE 75 BT /S session statistics enable (AXUREiHINAL), 754 if R I
TN 0.

P AR SR B 215 R IR RSO 0 AREISCAE LB kB, FESTERIICAR
kS beNYip) & Fis i BN e op 1 R



[H3C]display session table ipv4 source—ip 172.31.0. 1 destination—ip 172. 31. 0. 22
Slot 1:
Initiator:

Source IP/port: 172.31.0.1/29

Destination IP/port: 172.31.0.22/2048

DS-Lite tunnel peer: -

VPN instance/VLAN ID/Inline ID: -/-/-

Protocol: ICMP(1)

Inbound interface: Rethl

Source security zone: Management

Total sessions found: 1

6. RERRBR R

AR B R EA A AR RS M T QLA B KB5S — Al B R T 46
QI SREMRIEE SO T 2 RRS WU, RZ&EF] A RE PR . X T TCP
BRI, B KERIE S — A SN RO TR0 &1, —IKIBF s 21— e
RPRES, SRJE AT MBS 1, I8E T KM TCP BRI, B KM I ihirbraif.
%F - TOMP\UDP A K e B FH PR HICHE L 17 R BB R e T 0 35— MR ST R A 2 7. 23 1
ST 3] J82 77 8] 2 R S JS 23 1 ENAGSE PR o 5346, B KRB 2 1A — A2 AU T, U
FIROTG A E A AT SR, 2 A RN 2] 0 BB IR, B kB iz
TIFESR

WoAE B RS 2R R T A K R WA 1 FoR, B KREECE] Host K3 15— MR,
L3 I B K 1) 22 4 S JE R ST AR R I, Server [B] N (1 5 AR SC Ay 25 R I A &
R A2 TT Hosto BRIL, QAR K AR AE il R U NV S5 0 AR AN, ooft 75 B2 B K 5%

R 7 F RS, BRI, B R SRR 1R AR,

Host Server
| FE£=37
10.0.2.10 Bla=ia g 10.0.12.2

y

«—— mWPREIER &IRGEE

B 1 2ERIYELE



BT IXFPIE L, AT LLIE I 20 R IR MRS ThRE R BhHEE . 7E 4R R OT )R s
RILIEGTETIRE (RAETEOLT, AR RIS GG D Re T B RS SR & AL S
A%, BHESUWRIPIRSCHEL, R Ak J7 #Mi N7 (Initiator—>Responder) Hl
L RN T B R AR (Responder—>Initiator) J&AIRSCIHE, AR AT REIR ST
IR

4: session statistics enable

Blhn: MK #E 10.0. 2. 10 LB K3 ping ACG BE# 10.0. 12. 2 AJlE, BHH TR
RS, KT IR 5 (Initiator—>Responder) A 3 ANMRIC, i B 7 £ Kk Iy
(Responder—>Initiator) ¥AHHRICHE.

[H3C]session statistics enable
[H3C]display session table ipv4 source—ip 10.0.2.10 destination—ip 10.0.12.2
verbose
Slot 1:
Initiator:
Source IP/port: 10.0.2.10/46
Destination IP/port: 10.0.12.2/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: —/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/2
Source security zone: Trust
Responder:
Source IP/port: 10.0.12.2/46
Destination IP/port: 10.0.2.10/0
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: —/-/-
Protocol: ICMP(1)
Inbound interface: GigabitEthernetl/0/10
Source security zone: Untrust
State: ICMP REQUEST
Application: ICMP
Start time: 2018-05-14 10:13:11 TTL: 59s
Initiator—>Responder: 3 packets 252 bytes
Responder—>Initiator: 0 packets 0 bytes

Total sessions found: 1

T =B HA R B BRE IR MR SC, ATLLEE debugging iy A4 5 B RHEE IR R



ST LRI KK . debugging a4 [BIRAEEARZ, —BUESR)E S B4 ACL LA (5
BRIR E B HEFIE 0 .

w4 debugging ip packet acl

[H3C]acl advanced 3000

[H3C-acl-ipv4-adv—-3000] rule O permit icmp source 10.0.12.2 0 destination
10.0.2.10 0

The rule was edited successfully.

<H3C>debugging ip packet acl 3000

This command is CPU intensive and might affect ongoing services. Are you sure
you want to continue? [Y/N]:y

<H3C>terminal monitor

The current terminal is enabled to display logs.

<H3C>terminal debugging

The current terminal is enabled to display debugging logs.

Blan. BN T, WRAULE ACL [ debug {8 Ui HH [BIFE R SC2IIE T B k8%, debug {5
SR TR KEEM G1/0/10 W Bl 3f M G1/0/2 3 & 25, fRoCyEHAE 10. 0. 12. 2, HIK
Hodik 10.0. 2. 10, FF&S2hrEIEIE M.

<H3C>*May 14 11:20:59:620 2018 H3C IPFW/7/IPFW PACKET: —Context=1;
Receiving, interface = GigabitEthernet1/0/10
version = 4, headlen = 20, tos = 0
pktlen = 84, pktid = 8373, offset = 0, ttl = 64, protocol = 1
checksum = 14313, s = 10.0.12.2, d = 10.0.2.10
channelID = 0, vpn—Instanceln = 0, vpn—InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernet1/0/10.
Payload: ICMP

type = 0, code = 0, checksum = Ox7eal.

*May 14 11:20:59:620 2018 H3C IPFW/7/IPFW PACKET: —Context=1;
Sending, interface = GigabitEthernetl/0/2
version = 4, headlen = 20, tos = 0
pktlen = 84, pktid = 8373, offset = 0, ttl = 63, protocol = 1
checksum = 14569, s = 10.0.12.2, d = 10.0.2. 10
channelID = 0, vpn—Instanceln = 0, vpn—InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernetl/0/10 at
interface GigabitEthernet1/0/2.
Payload: ICMP
type = 0, code = 0, checksum = Ox7eal.

IR BATULEC ACL 1) debug {55, M [RIFER SCHRIBG Kt /5 R A HAM B2 10 )



BRILZ Ak, D022 7SI Web FRASCRFMALIIRE, [FIFEE AT OB IR D4R 3C, #il 2 &
PRI, E Web R G 1, fE “ RGDUEY ORISR T it DTHAIRSCER]
e BRSO SRS, R T, M S8 IR R BRI I 2 A VT T ACL,

= LI
= ApiRvER 5 CLHETER B EERERSH 1 WheEERRTE

o EEHOLE
IRF
B RS
[~ TR
[~ J=EA
W =iERE * hSeTmSEES  ERESENTE,
B B 0
B License
~Eii
i
EIER
=)=
FRE i
RS RN E
B3I
5]
BET
[~ JilenpE=

o B e iUt e A, ml DFaa] . se Ve sy [ IEROGHZR], 2RE T BU R 4.
BRI A . ] Wireshark AT NG, HARRIKIT A HIER .

it

BRI E R ? X

GEL/0/5 v
@Pw @ P

ACL _NONE-- v

Fria HLH

2 HEETER L RbiEER D EERTERsS 0 WeRERRT

_H% node8_contextl_20170903104047283566.cap BEHh,

Job ()

1

Fs &
1 node_context]_20170903104047283566.cap

7. MERMRE

URER BT KB TN RNME 55, T MRS A A Ve S B, G e AL i R
FLA B iR 5 A 3R B B OB R BRGEE By Kt o BEXT LSRR, M AT IF a6
BHHEE, ZD M RETT ERNTROCH AR R . AR A WA H
TR H3C dh s SRR AR, EBURR S XN I S5 R Bt BRI &R, PhBhHEE A2



8. MIXRBLARA

ARG KEE LA B R R I, A G R RENME, — Rl IO s BRI S, B
e A2 e 22 4 SR BELIKT T o AR SR A 3B K r] LI I debugging iy &% 5 BoRHEE
Debugging [l AF BIR 2, —MRESKR)GTHE B4 ACL TLECHRSC (5 BIUE B B b A 80

w4 debugging ip packet acl

[H3C]acl advanced 3000

[H3C-acl-ipv4-adv-3000] rule O permit icmp source 10.0.2.10 0 destination
10.0.12.2 0

The rule was edited successfully.

<H3C>debugging ip packet acl 3000

This command is CPU intensive and might affect ongoing services. Are you sure
you want to continue? [Y/N]:y

<H3C>terminal monitor

The current terminal is enabled to display logs.

<H3C>terminal debugging

The current terminal is enabled to display debugging logs.

Blan: I EMW T, Host 10.0.2.10 Kik4y Server 10.0.12.2 MR CHIE T By k85,
debugging ip packet A ULHL ACL f¥] debug /5 /5., debug {5 53R T B kKM G1/0/2 U F
icmp #CFEM G1/0/10 Bk 2, #OCPEMBAE 10. 0. 2. 10, HAYHuHE 10. 0. 12. 2,

<H3C>*May 14 18:40:51:732 2018 H3C IPFW/7/IPFW PACKET: —Context=1;
Receiving, interface = GigabitEthernetl/0/2
version = 4, headlen = 20, tos = 0
pktlen = 84, pktid = 30028, offset = 0, ttl = 255, protocol = 1
checksum = 9297, s = 10.0.2.10, d = 10.0.12.2
channelID = 0, vpn—Instanceln = 0, vpn—InstanceOut = 0.
prompt: Receiving IP packet from interface GigabitEthernetl/0/2.
Payload: ICMP

type = 8, code = 0, checksum = Oxc4e2.

*May 14 18:40:51:732 2018 H3C IPFW/7/IPFW PACKET: —Context=1;
Sending, interface = GigabitEthernetl/0/10
version = 4, headlen = 20, tos = 0
pktlen = 84, pktid = 30028, offset = 0, ttl = 254, protocol = 1
checksum = 9553, s = 10.0.2.10, d = 10.0.12.2
channelID = 0, vpn—Instanceln = 0, vpn—InstanceOut = 0.
prompt: Sending IP packet received from interface GigabitEthernetl/0/2 at
interface GigabitEthernet1/0/10.
Payload: ICMP
type = 8, code = 0, checksum = Oxc4eZ.




IR BA VLR ACL () debug 1502, WHRICB ERIPT KR, 76 HEA AR B ] .

Rtz 4h, D022 73 321K Web WA SCRFNELIIRE, [FIAFEE Al DU IR D30, BBk
ML IR L. (£ Web EHFG, £ “ RGOYEGOMHIR” T sl DFHGRSCH

SRIBC B WOCRPOE IR, D, SR E ORI I UTAC ACL.

54
&
IRF
W e
ol BRIE MR BRI 7
W ETEE
W =iERE * hSeTmSEES  ERESENTE,
AR
- #0 GE1/0/3 i
~
W RE
R
AR
EE
TR
B
=
T
W EERS

P B e oot e A, Al DFia] . Se e sidy [ I iC 3R], SRS AT BLUR 3%
P BIAM . {EH Wireshark BAFTIFINESCME, ARG A AR

= ApiRvER 5 CLHETER B EERERSH 1 WheEERRTE

RIS 1L

@Pw @ P

ACL _NONE-- v

Fria HLH

= RialRdR oL SHETEE  E.ERETHERSs ) #harERy
RIS 21k

& nodeB_contextl_20170903104047283566.cap HiBh,

B2 #H o (P

1 node$_context1_20170903104047283566.cap 175

9. IMICRA 2 4RI BET

VT NGEW [ KM ERIN S48 1k, B2 ELs oL Bk %A . (B Management XA LASR, B 1
#L T Management XA Local X FH) GRAE LT 222 RIS AR, B4k
FIH P AF Management %2481 Local 4t [AJ RSO EFE . 22 ai80E b K



5 D TS LR A I B ARRFE . —, B AN 755 2 2 X A 2% R
2 UM T8 BT K B b oK A 2 1, W28 B 50K 20 4 7 SR AR IR
R34 1 )50 BUAR R 1Y) 22 il i B 22 S SRS Jm P A 22 384 REELARDT 1Ml o IR, D9 e 4%
HENS LW ALBEAR L, I ZHURE 3 T NN 2 A3 2 2 SR Mg o I R N 1) 2 e SR RN
IARIETE debugging BEEPAMHIAIN L CIRTERT KA, 2 FRBUE BN 52 2 4 s I
W 7R3 I debugging security-policy Al LATEFR IR E 544 4 RIS BT,  BHLITH)
R A4 o debugging a2 FIRAF RS, —BESRJE S I ACL ILFACHR C (5 YR
H AT 0 .

% debugging security—policy packet ip acl

[H3CJlacl advanced 3000

[H3C-acl-ipv4-adv—-3000] rule O permit icmp source 10.0.2.10 0 destination
10.0.12.2 0

The rule was edited successfully.

<{H3C>debugging security—policy packet ip acl 3000

This command is CPU intensive and might affect ongoing services. Are you sure
you want to continue? [Y/N]:Y

<{H3C>terminal monitor

The current terminal is enabled to display logs.

{H3C>terminal debugging

The current terminal is enabled to display debugging logs.

%n: debugging security-policy IEFTEH T HIEEAZ ST KPR, REEETH,
Wi R RS, YR ION Trust 3, HBZ4 8 Untrust 3%, BAMEELFEHK
SCHIE E R JEE PR DS, B TTdE R, A e e sng i 1D A 0.

<H3C>*May 14 19:28:39:791 2018 H3C FILTER/7/PACKET: -Context=1; The packet is
permitted. Src-Zone=Trust, Dst-Zone=Untrust;If-In=GigabitEthernet1/0/2(3), If-
Out=GigabitEthernet1/0/10(11); Packet Info:Src-IP=10.0.2.10, Dst-IP=10.0.12.2, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742),
SecurityPolicy=1, Rule-ID=0.
E 2 AKIEERT debugging EIE

PR 25091 5 B =g SO 2 2 SR BELIBT I 1) debugging 518 :

debugging [l A Z B I “The packet was dropped by ASPF for nonexistent zone
pair. ” PLEAEE A A %A



OiREZ2I

<H3C>*May 14 19:25:23:003 2018 H3C ASPF/7/PACKET: -Context=1; The packet was
dropped by ASPF for nonexistent zone pair. Src-Zone=-, Dst-Zone=Untrust;If-
In=GigabitEthernet1/0/2(3), If-Out=GigabitEthernet1/0/10(11); Packet Info:Src-IP=10.0.2.10,
Dst-IP=10.0.12.2, VPN-Instance=none,Src-Port=57, Dst-Port=2048. Protocol=ICMP(1).

debugging [l 5 B F I “The packet is denied. ” i BH R SCHY 224 SR WG PR, T
“Rule-ID=none. ” Ut BIIZA i TATAT 24 HEME, DRI ol 150 TE B 22 4 SRS A Rl ) it
=
QRBEELZEH
<H3C>*May 14 19:31:50:811 2018 H3C FILTER/7/PACKET: -Context=1; The packet is denied.
Src-Zone=Trust, Dst-Zone=Untrust;|f-In=GigabitEthernet1/0/2(3), If-
Out=GigabitEthernet1/0/10(11); Packet Info:Src-IP=10.0.2.10, Dst-IP=10.0.12.2, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742), ACL=none,

Rule-ID=none.

debugging [l B A5 2 H I “The packet is denied. ” i B STl % 4= S mg BH KT, 1
“Rule-ID=2. ” Ui HZMN ID Jy 2 W20 deny [HR3L, bR H T LKL E T

BEL W73 RS ) A s

BREFRIZEE 7 FEET

<H3C>*May 14 19:36:24:860 2018 H3C FILTER/7/PACKET: -Context=1; The packet is denied.
Src-Zone=Trust, Dst-Zone=Untrust;|f-In=GigabitEthernet1/0/2(3), If-
Out=GigabitEthernet1/0/10(11); Packet Info:Src-IP=10.0.2.10, Dst-IP=10.0.12.2, VPN-
Instance=,Src-Port=8, Dst-Port=0, Protocol=ICMP(1), Application=ICMP(22742),
SecurityPolicy=1, Rule-ID=2.

10, WEZES

V7 NGEW & 205 K BRI %2 238 Trust. DMZ. Untrust fl Management, G1/0/0 BRIAIIA
Management XI5, tb4t, & bR A E DHERNE T Local X3, AN B LM Local
fh. V7 NGFW S KEREAFT Ao 0 (B =m0, —=REmH . BE,
VLAN REH 1. B3 B, TUR . EMUE B N4 Ko e XIgJErE, w2 H 8 B 5



F LI E G A R RO WO, FEGHMR, K IAFEA 2 X, ARIRT K5
iy AR B J IS DXI, T A AP X ity BT 32 2 1) 9 4 A 122 8 4 KB

W4 : display current—configuration configuration seczone

flhn: £ CLI EELFm Y, @id dr Sk & & Uil 2 XA E L. B kB 5 Host #H
BRI G1/0/2 INT Trust X3k, B ki 5 Sever MZERIH1 61/0/10 JIN T Untrust
X 35

<H3C>display current—configuration configuration seczone

#

security—zone name Local

#

security—zone name Trust
import interface GigabitEthernetl/0/2
import interface GigabitEthernetl/0/5
import interface GigabitEthernet2/0/5
import interface GigabitEthernet2/0/11
import interface Rethl0

#

security—zone name DMZ

#

security—zone name Untrust
import interface GigabitEthernetl/0/1
import interface GigabitEthernet1/0/8
import interface GigabitEthernet1/0/10
import interface GigabitEthernetl/0/11
import interface GigabitEthernet2/0/10

#

security—zone name Management
import interface Rethl

#

return

AR, WA LLE L Web & PRSI & 22 &G B 150, 18I S IO D> 7 e
HENZ A E A, FRETLUES], Bjki5 Host MEERHE D G1/0/2 I T Trust X
I, BykiES Sever AHEMIBEIT G1/0/10 I T Untrust X1,



OF:ji- B BREETRE (O RE

[ Z=eiaEss Bl 4l Bumblleg
[[] Local
GE1/0/2
GE1/0Vs
] Trust 5 GE2/0/5
GE2/0'11
Rethl10
[[] DMZ 0
GEl/'1
GE1/0/8
[[] Untrust 5 GE1/0/10
GEl/0/11
GE2/0/'10
[[] Management 1 Rethl

11, KMERAERE

T2 A SR o R ST (4 1l 22 A SR R U SRR, U o R DA B D TR L i e Ak A
AEBR AR ST ZNAE RN T4 SC A 2 AT IR BERT I S D g o 3 26 MU ¥ T DARE B 22 b i 8 2%
f, BAREFE. JEeail. Hieais. U5 1P ik, B 1P sk, . 4. M.
REFHA . ARG AN VPN, EERh I St (B VPN 48D 97T URC B 2 AN LB, Lo i 22 4
I R AR A T T LA B 2 AR IS . 2 A SR I B A A DRI

1) ko 22 4 S U e

22 4 SRR o AR B AR LI S R A I, U P DT R i A 5

FO T 22 4 SR ) FAAR RN B S U o 22 A SR NPT LAAR 52 51 FH 0 R AL B4 U5/
Ff TP HhEsxt G2 RS 5F G4l VRE 5. TR 250000 M B I, AT 206! FU0) o fr 51
X RALFRR T CEE L, RGBS RAANELE, W SFA 2 TLECAE SO,
RN AT E R R, WZ AR AT DAVC RS AT #0050 T SRA BE 150 9% R 8 i H 22 4 SR
HE, SESERNEEPITEICKHEDRE. 22mRh L E 2600, x5k
SCIEAT RN VT RO #2 R I B2 R AGRILES, S0 1D 566, thih2e 4 5nE 2
FEINTEURAE, 22 A g v AL S O A U, (S B s ke 1k ) AAE — e R b 22
DL R $40 2 22 T i G 1) 2 M i DA BB B i v B 0 R B

4. display current—configuration configuration security-policy—ip

flhn: 7E CLI & R G bk 5 22 4 SR SR B . ] DUE B84 BG4 SRmg A 5
PISHRN, 55 —2% 9 o vF IR 22438, Untrust ) H 224K Trust, oMbl S4
10. 0. 12. 0 A1 H HyHbhibxf 40 10. 0. 2. 0 BLSSHRO0ET, 5 = N vk IR %438 Trust
B H 2% A8 Untrust WA HRSGED, FITE IR HED6E.



<{H3C>display current—-configuration configuration security—policy—ip
#
security—policy ip
rule 1 name 2
action pass
counting enable
time—range workday
source—zone Untrust
destination—zone Trust
source—ip 10.0.12.0
destination—ip 10.0.2.0
rule 2 name 1
action pass
logging enable
source—zone Trust
destination—zone Untrust
#
return

RIS AE Web A5 PRSI L AT AT 2 2 SR &, I8 AR SR> 2 g A
ARSI E S, SRR T RIS E S AL, 5 CLT dr AT BoR B, R E ]
2, 4T AAEE security-policy Web JtiHl I A & BRI, i ar 417 B4
FITH sk IE] M, Web F RS AS S AR (] S e B 5 O

@ 3@ T ERSIRRE R B e

TeEEREBTES G0, T AN TREEN . NEReEBTE IR, T2 8% ARit .

[ &FF FEretd HelEetd  #8 D Tt iRtk Bt RE AF HfHE
0 2 ¢sUntrust ¢ >Trust Pv4 1 10.0.12.0 10.02.0 FriF
M1 eosTmst  ¢vsUntrust Pvd 2 S

2) X RAHRE

SR A4 N HLIE ST R AN AR S %t AL B K RAUAT Al e A sens B 51, VE AR SC LD
H2kAE. Ml RATEE TP Mkl EHLAAPR (7RI 5 W& DNS fig#b kg5 ) 485€,
T UCECHR SC ) TP dbhike ARSS % G2l B 5 PR AR il R R s (P Ukt
4n TCP 5, UDP ()33 1/ H A3 1. TCMP s vl B AL/ B 4% ), HT- LD TP i 3CHY
VWEEE. RECEHE LT MRS RA, FNSCREH e RS R4, 18
) AR I, EATARRE X SR TP Mokt DUES 0515 RS E A G, 25



A 0T RS P 5I FH, XRATE B 5 R R B &%,
4. display current—configuration configuration obj-grp

flhn: f£ CLT EE S e ax RAME

<H3C>display current—configuration configuration obj—grp
#
object—group ip address 1
0 network host address 6.6. 6.6
#
object—group ip address 10.0.12.0
security—zone Untrust
0 network subnet 10.0.12.0 255.255.255.0
#
object—group ip address 10.0.2.0
security—zone Trust
0 network subnet 10.0.2.0 255.255. 255. 0
#

[FIINF£E Web & HRFH_EAB AT GBEAT X RAA M B, I8 A “X GOX G4 TPv4 Hht X
R4 HENRE T, 1Pv4 I RAMECE S CLT fr 47 B — 5

Pyttt RTE2R

(*) % )RR

[ | AsiEERR FHEA + #5IA ey ac
1 TPt 6666 =

[ 10.0.120 FFIES 10.0.12.0/ 255.255.255.0 = Untrust
[] 10020 FIES 10.0.2.0 / 255.255.255.0 g Trust

3) AN IR B

24 ] REHE AT VS KN () BRI, R Se B B K AT RGN 1) I XA E R 5 IR . 4
ANIERGRESL RN RS, 2 UOR F NTP IS5 AR K EESEiS 728 R G oh . & RGN AIES, &
Hor A N B) 0 R B S TR

TR, AR B B L A 2 A JE R TR BRI 4t B R B, 2R Gk S LA
SN B) B 1) SN & A0 I ) B R 4R, FRHUX PN I8 I A SR i T B s 28 A2 30
o RIS BBl o 0 SR 24 Wi 2R G T J) 1 AT 9 6 RS G A A et (I E Py, 76 P ST s
“Active” FER{E R

fird:  display clock

Biltnn: Ao 2 HT RGeS A e 15 1R



<H3C>display clock
11:43:16 Hangzhou Tue 05/15/2018
Time Zone : Hangzhou add 08:00:00

i R GRS IR R S 7 R R 3
. clock datetime

Bl . @A TR ARG 2 2018 £ 5 A 156 H 12 .

<{H3C>clock datetime 12:00 2018/5/15

4.  display time—range all

BN 78 CLT & 38 S oS A I B 6T 2 M a2 B AE L. “Active” AR ILZNZI H] BEA L,
“TInactive” ARFEILZNZI M B ICAKL

<H3C>display time-range all
Current time is 11:47:17 5/15/2018 Tuesday

Time-range: workday (Active)
09:00 to 18:00 working—day

Time-range: off-work (Inactive)
18:00 to 24:00 working—day

[FIIFAE Web &7 RS _E A AT ABEATIN TR BUR &, Gl TR “ X GOR RAD I B it
ABCEF M, W LA BN E) B G B R 5 CLT A

75

AfaElER

Ok

O EFT W& L JEIIE
[ off-work TR 18:00-24:00 ZEF— EEi— .2 HR= FHAM. EHRA

| workday £ 09:00-18:00 EHA— EHA— FHA— FHAM.EHAR




