—. FFh
VRRP (Virtual Router Redundancy Protocol, REFLMMHI#%TCAMML) ThAg
Y T LIARAH I ST e — 2B 2R N B & 2H b, TR R — & R0 e 2
HoAZ LS Hesfe e el 1P bbb, 8%, F—MBNRIATE EHL L EA7
TE—AH AR BRI O o LR A L e I B AR SORE 8 5 BN W ST
WIS FEHL G SR8 RS o« A BRIN DG AR B, AR B A BT A 32
BUK TGk 5 MBI 251015 . BRI G H - IOTC B B RS 17 8, (E2 %)
P OGBE AL TR AR e VEEESR B N I DG 2 48 e e e T SR 1R LTV
VRRP 3812 356 28 B 1) k5 VR £ % b 2 AR AH A AT 55 o SR s ) P 19 2 TN 75 22 20
X & READLHS B 48 0 REA0L TP Huhik, FRR LB E S TP Huhkb B AT . Rk
W4 P B T ATLIE I T 65 R UL EH 25 5 AR I 45 34T A
VRRP 7E4 s v SE LI R, @4k T FHLAIRCE o 72 BA IR B0 #1105
S CAnRAKR D A, & By VRRP BEAESE 6 % 1 38 H IR I A7 SR 4t v T 2
FRIBERE , A R50E G B — IR A A WO 5 0 24 v T 9 ) . % VRRP e () Ak
M, KPR EAeMELMA VRRP RS G . WARESHEDY)
e, FHERE PEOBLIIFER S BRE, HIIRSRLTIER, FHiE VRRP
M 4 SR [A] R AN G 5 GBI )2 15 A 3, B A 8 CPU A 2 R IEH
NIRRT H L master, T ZAGET VRRP 42 1152 TP HhhkAE 75 W, M
VRRP FCE & IEH, 24 ERUE, debug BF PR SC AR IE B

. R EAE U -
1. & VRRP RSB BRE
VRRP #p A =FRZESHL, 4300052 Initialize. Master F1 Backup.
wHEE, #A Initialize KA, HUWHEED Startup KIHE, HEA
Backup B Mas ter IRZ (TP Hudik 40 A # i LU 5B S0k 255, B3R Ay Master).,
FEBIRZS I, R&%F VRRP $ SCHUAEAT A2
AU T Master IRZSHF, BB IR VRRP 3L M R R TP bk
(¥) ARP 3R, I ELma 7 (42 RE 400 MAC ik, I AS 2 48 11 9 BUSE MAC Hhlik. 76
Master JRAH, @& HAHREIL A AR LLRMIRCHT, 4 2%y Backup
W BRI Shutdown Ff, 4 Initialize IR,



ML T Backup RASHS, KK Master A& K VRRP 3, HIT Master
HPIRAS R IEH o X RERL TP Huhik () ARP 3% 3K, AN . Backup IR R0
RUTHILL B ORES/NIRSC, EFRSC, AEE Master Down 5E R 2
AR B R SR H CAH AR SC, W B Master Down ERF8E, AiE—2
bhag TP ik 7E45 TR FERIALEE 2 )5, Master Down iX N E R 88 FINF, %
N Master IRZS . MR A HLWENHE DMK Shutdown FAEES, ¥AH
Initialize,

FAERGIN VRRP MRS R BARE, B E BN 7t E ek £ ol i iy 4
display vrrp B &MHMRSEL, ZREBRELE .

i 4

display vrrp

Biltn: 8 W LAE Bl 4 2 BRI 1P 09 2.0.0. 3, Tkt T

FAN LI Master R

<H3C>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard
Total number of virtual routers : 2
Interface  VRID State Running Adver  Auth Virtual
Pri Timer  Type IP
GE1/0/4 2 Master 120 100 None 2.0.0.3

/

W LB & Logbuffer o7 VRRP JIRZSVIH A H SR FIWr VRRP RS2 7
i

display logbuffer | include VRRP

B . st H &R DR B 2 FT R &) VRRP ARZSLE Master Al Backup Z [A]AS

] R7IE A



<H3C> display logbuffer | include VRRP

%Sep 23 21:56:21:987 2020 H3C VRRP4/6/VRRP STATUS CHANGE:
The status of IPv4 virtual router 2 (configured on
GigabitEthernet1/0/4) changed from Master to Backup: VRRP packet
received.

%Sep 23 22:12:37:324 2020 H3C VRRP4/6/VRRP STATUS CHANGE:
The status of IPv4 virtual router 2 (configured on
GigabitEthernet1/0/4) changed from Backup to Master: Master—down-—
timer expired.

%Sep 23 22:11:50:325 2020 H3C VRRP4/6/VRRP STATUS CHANGE:
The status of IPv4 virtual router 2 (configured on
GigabitEthernet1/0/4) changed from Master to Backup: VRRP packet
received.
The status of IPv4 virtual router 2 (configured on
GigabitEthernet1/0/4) changed from Backup to Master: Master—down—
timer expired.

2. BREEBMAT Initialize IRE
WEMT Initialize JRE, AT VRRP #SCMATATALEE .
WA display vrrp

Flan. TS EEYEIIRELAT Initialize RS

<H3C>display vrrp
IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2

Interface VRID State Running Adver Auth Virtual
Pri Timer  Type IP

GE1/0/4 2 Initialize 120 100 None 2.0.0.3

3. HFEWMORSREBIEY

BT Tnitialize RAEF NEIVRGRH S8 . FEH AR H
RERT UP, BERRIE W, PHE: R ERCE 1 IEMK 1P kbl & #z 0
FREEA shut down ZERHEE.

w4 display interface brief

BN, @A A EE XA CEL/0/4 I EIRGS & IE% UP /), {HEEO TR
e & 1P Huhl,



<H3C>display interface brief
Brief information on interfaces in route mode:

Interface Link Protocol Primary IP Description
GE1/0/0 DOWN DOWN —

GE1/0/1 DOWN DOWN 192.168.0. 1

GE1/0/2 DOWN DOWN —

GE1/0/3 Up UP 1.0.0.1

GE1/0/4 Up UP —

4. RNBERBHFESA Master W&

IEEREOREEMAR VRRP RSHEE, BHSHHPFEL ERE
VRRP RZSAL T Masters

i
display vrrp

Biltn: 8 W LAE Bl 4 2 BRI 1P 09 2.0.0. 3, Tkt T

HA 1) Master JRZSS

<H3C>display vrrp
IPv4 Virtual Router Information:
Running mode : Standard
Total number of virtual routers : 2
Interface  VRID State Running Adver  Auth Virtual
Pri Timer  Type IP
GE1/0/4 2 Master 120 100 None 2.0.0.3

5 HiiA VRRP #R3CHIBCR B

& U7 K] DL E T Debug BCE HUELRBIARSCHIBOR L, HERB K
B 2@ Debug ANRAHINIRSCBCR GO . 1R ZHEE VRRP ST R 1%
&L, T ACL RO Hb L & Az O ki, H il 2 224. 0. 0. 18, WSAAEY)
2 LT Outbound 77 1A)#EAT: A SR EEHEE VRRP i SCHHEUE L, W) ACL 1)
PR MR o i Lk, H ARl 224. 0. 0. 18, JGEAERE Y Inbound J5
[pi

4 debug vrrp packet interface interface—type interface-number

vrid virtual-router—id

display qgos policy interface inbound



fltn. 8L debug EEMLONRZ L, EEHRGEER R LCIELIK
o

<{H3C>debug vrrp packet interface gl/0/4 vrid 2

<H3C>t m

The current terminal is enabled to display logs.

<H3C>t d

<H3C>The current terminal is enabled to display debugging logs.
*Sep 25 00:53:11:338 2020 H3C VRRP4/7/Packet: —Context=1;

Sent Advertisement message from GigabitEthernetl/0/4

VRID: 2 Pri: 120 Adver timer: 100 centisecs

*Sep 25 00:53:12:338 2020 H3C VRRP4/7/Packet: —Context=1;
Sent Advertisement message from GigabitEthernetl/0/4
VRID: 2 Pri: 120 Adver timer: 100 centisecs

<H3C>display qos policy interface outbound
Interface: Ten—-GigabitEthernetl/3/0/2
Direction: Outbound
Type . Enhancement
Policy: 1t
Classifier: default—class
Operator: AND
Rule (s)
If-match any
Behavior: be
—none—
Classifier: 1t
Operator: AND
Rule (s)
If-match acl 3000
Behavior: 1t
Accounting enable:
5 (Packets)

6. MA L Master ff] VRRP FL B
VRRP [JC B A A AL 4% VRRP 1) TAERE . VRID. Virtual IP  fRICAIEH B
P i) 4 AR, DAIEDT R AR B S R & i AR AU TP kb2 H . &
Se b I EARAIE [F]— £ 2N I A BCE Y VRRP () TARREE. fRAC. VRID,
Virtual TP . fRSCKIEAIRGISTA] . 4850, EDT A IEFHC & i —
B HUGEEEE RN SRR, TP k3 H 2 S 7 Ak FRiE D)



WA, —MED BN RSEmHBE N 32 4, — MR hdlR
Z Al UICE PR, TP HuhEE 2 16 4N By sEsl N, B RS
B RBUCE A MaxVRNum/N, i MaxVRNum ApbRifE BRSO T 37 R AC B 4 40 41
(i RBCE, N oA VRRP %43 240 A S 50 &

4 display vrrp verbose

fln. Ay S AE YA E I E TR, AR A
=R/ RARE I

<H3C>display vrrp verbose

IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 2
Interface GigabitEthernet1/0/3

VRID i1 Adver Timer : 100
Admin Status : Up State . Master
Config Pri : 120 Running Pri : 120
Preempt Mode : Yes Delay Time : 0

Auth Type : Simple Key - skekokekokok
Virtual IP : 1.0.0.3

Virtual MAC : 0000-5e00-0101

Master IP : 1.0.0.1

Interface GigabitEthernetl/0/4

VRID 12 Adver Timer : 100
Admin Status : Up State . Master
Config Pri : 120 Running Pri : 120
Preempt Mode : Yes Delay Time : 0

Auth Type : None

Virtual IP 0 2.0.0.3

Virtual MAC : 0000—-5e00-0102

7. B3 VRRP L E

B Z A Master WAAIICE, ORIUEF— & 2H A 1 % BC & ¥ VRRP (1) LA
fExl. JRAS. VRID. Virtual IP . $ROCAIEMIBGEA], G, IAE 5
FOANEFRCE I —FE ;s ORI R R K& AR 1P Hhhk# B 25
BT AU AR UE OB R, — M D R RES B B R A 4L N 32 4,
— A B % T ARG B RE 0L TP HuhE R H 2 16 A4S SR, %
B SRR RN KBRS MaxVRNum/N, e rf MaxVRNum SAFRUE P T %2



LB & AL i KB, NN VRRP & 43 4N & &

M AATEE W N, B VRRP #0041 1, FLE L TP Motk 202. 38. 160. 111/24,
R IRRA )y VRRPv2, BB AE & A e d oy 110, BE A AHRNE
7539 SIMPLE TAiE, AMEF A hello

[H3Clinterface vlan—interface 2

[H3C-Vlan-interface2]ip address 202.38.160.1 255. 255. 255. 0
[H3C-Vlan-interface2]vrrp vrid 1 virtual-ip 202.38.160. 111
[H3C-Vlan—-interface2]vrrp version 2

[H3C-Vlan—-interface2]vrrp vrid 1 priority 110
[H3C-Vlan—-interface2]vrrp vrid 1 authentication-mode simple hello

8. KEZA R RBBOE
A HEME R 2 B I R LLIE I debug % HH 5B UG FC 175 1o DA 5 6 22 42 3R
IS 2 75 T30
4 debugging aspf packet acl xxxx

debugging security-policy packet ip acl xxxx
Flhn. @I G R AT A bk 1.0.0. 1 FECER) VRRP R CEA
X N 4] 2 4 SRS NS , 2. 0. 0. 1 Huhikf) VRRP # SCUTHEC T Rule 2 #0H



<H3C>debug security—policy packet ip acl 3000

<H3C>debug aspf packet acl 3000

<H3C>t m

The current terminal is enabled to display logs.

<H3C>t d

The current terminal is enabled to display debugging logs.
<H3C>*Sep 25 00:22:23:848 2020 H3C FILTER/7/PACKET: —Context=1; The
packet is denied. Src—Zone=Local, Dst—Zone=Trust; [f-
In=InLoopBack0 (1284), I1f-Out=GigabitEthernet1/0/3(4) ; Packet
Info:Src—IP=1.0.0.1, Dst—-1P=224.0.0.18, VPN-Instance=, Src—Port=0,
Dst—Port=0, Protocol=VRRP(112), Application=invalid(0), ACL=none,
Rule-ID=none.

*Sep 25 00:22:24:338 2020 H3C FILTER/7/PACKET: -Context=1; The
packet is permitted. Src—Zone=Local, Dst—Zone=Trust; If-
In=InLoopBack0 (1284), If-Out=GigabitEthernet1/0/4(5) ; Packet
Info:Src—1P=2.0.0. 1, Dst—1P=224. 0. 0. 18, VPN-Instance=, Src—
MacAddr=0000-5e00-0102, Src—Port=0, Dst-Port=0, Protocol=VRRP(112),
Application=invalid(0), SecurityPolicy=2, Rule—ID=2.

9. B ZERK
VRRP FFR SC R AR, HiFHNE A 224.0.0. 18, W F s,

Jo. Time Source Destination Frotocol Length Info
6 09:31:18.463567 2.9.0.2 224.0.0.18 VRRP 68 Announcement (v3)
21 89:31:23.926460 PEAEANSI 224.8.0.18 VRRP 46 Announcement (v3)
27 89:31:24.931311 2.9.09.1 224.0.0.18 VRRP 46 Announcement (v3)
31 99:31:25.933317 2.0.0.1 224.0.0.18 VRRP 46 Announcement (v3)
33 89:31:26.932651 2.8.0.1 224.0.0.18 VRRP 46 Announcement (v3)
36 09:31:27.931387 2.9.0.1 224.0.0.18 VRRP 46 Announcement (v3)
39 89:31:28.939925 PEOEASI| 224.8.8.18 VRRP 46 Announcement (v3)
42 @9:31:29.939339 2.9.09.1 224.0.0.18 VRRP 46 Announcement (v3)
44 89:31:30.960185 2.08.0.1 224.0.0.18 VRRP 46 Announcement (v3)
47 @9:31:31.960248 2.8.0.1 224.0.0.18 VRRP 46 Announcement (v3)
49 @9:31:32.9637@1 2.9.0.1 224.0.0.18 VRRP 46 Announcement (v3)
52 89:31:33.965656 2.9.08.1 224.0.0.18 VRRP 46 Announcement (v3)
54 09:31:34.968779 2.9.09.1 224.0.0.18 VRRP 46 Announcement (v3)
57 89:31:35.969284 2.0.0.1 224.0.0.18 VRRP 46 Announcement (v3)
59 89:31:36.972329 2.9.09.1 224.0.0.18 VRRP 46 Announcement (v3)

B REELRIE VRRP 4R ICEE & LN 1 A s 01, SCELRRISCH At 48 173 2HL st IR
[ VRRP #3C, FIT DA% 4 50 75 L0 Local 35 FECE VRRP H: 1 BT 7E 2 42
I AC B VRRP 3% L 7 22 438 31 Local 3 VRRP #55C. BAYH ) 22 4 S g
I, H trust R OPTEZ 4, 2.0.0.112.0.0.2 Z2EET

VRRP {422 11 1P k.



[H3C-security—policy-ip—2-2]display this

#

rule 2 name VRRP
action pass
source—zone trust
source-zone local
destination—zone local
destination—zone trust
source—ip 2.0.0.1
source—ip 2.0.0. 2
destination—ip 224.0.0. 18
service vrrp

#

10, MO IP Hubk i ZEE

% 6 Master B HARKH A IEAE, ZIRA AT ER T Master B HHAF Z [AJUR
ANFI VRRP ] 3C, s R BN SO RIS U o FEIR— A4y, BLILH
— & Master FCE T VRRP 4 L1 1P bk sl , Ping A Master B4 ()
BeOthhlk, BHIEXFEH Ping AEif.

11, HeEwE O IP sk FEE M

AR Ping ANil, FTEFATUIFHEA:

(1) HEA RO BR 2R B P EIRES R B IEH, 3R Up, BERKR 15 il
(2) HFE L BERAT & R BT R T #EHI SRR . ACL T yE%E 22 ThRe.

(3) I R FHE L2 Access Ui, 2155 VRRP & 4l)& T [A— VLAN; i
J& Trunk B Hybrid %0, ¥ /%) PVID 75—, &7 foVF VRRP &34
JIT#E VLAN i it .

12, RIEOBIRBREIE

ORI AT T 2 4 VRRP 43T, M8 VRRP RS AT E, Lok
2L PR IR E 1 W] A VRRP B4 42 1 1P ik B AHK Ping, WA R EEL
Bzl B AG LU RS TR, TR

13. HIAERRE

fdi ] VRRP 4% 4 0 TP kit B AR Ping, w0547 A o 5h™ 515 il it
RERE R, WEMTI N HEE:



(1) A A O B2 it 22 () B 11 2 5 A AE AT TE B T HO 1 0L

(3) Fo A £t vh HOEY) B 2 S A O, In RS S 2R

(4 IR, A EDEIE RS S AL IEF T EZ W .

14, REEEWMICRIARFE

4R VRRP 8 5 R SCHAGE BRI, AT REIE A SRS R D) e . SR
THOLT, &2 Master B&HH#R&1% VRRP 18 i SCH R IE (AR 100 JH
b, 36 IR [0 0 JEAD, IXAEXS R GE IR E 7 A R

4 display vrrp verbose

fltn. 8y EH1Z4L VRRP 138 R SCHIAEIRIBE D 100 JEADHE (& SE
I Ta) 9 0 JEAD, BISZRIE 5

<H3C>display vrrp verbose

IPv4 Virtual Router Information:

Running mode . Standard

Total number of virtual routers : 1
Interface GigabitEthernetl/0/4

VRID D2 Adver Timer : 100
Admin Status : Up State . Master
Config Pri ;120 Running Pri : 120
Preempt Mode : Yes Delay Time : 0
Auth Type : None

Virtual IP 0 2.0.0.3

Virtual MAC : 0000-5e00-0102

Master IP 0 2.0.0.1

15, BHCE FHRICKIEF
VORI AR I P 2% B R/ . B ROVERE . BRI R AR R 3R, S A
B VRRP G ik SCAIE BB o B8N T i SR IR TR] W B i BLE S REIE W]
PAAR DOIR A A e 1 7] L
4 : vrrp vrid virtual-router-id timer advertise adver—interval

vrrp vrid virtual-router—id preempt-mode delay delay-value
il . 723547 VRRP f32  N A& 20 VRRP 38 25 0 SCH R I IR A 2s, 5 5 EmT
WE AN 1s, W& BRI BAAAER,



[H3C-GigabitEthernet1/0/4]vrrp vrid 2 timer advertise 200
[H3C-GigabitEthernetl1/0/4]vrrp vrid 2 preempt—mode delay 100

<H3C>display vrrp verbose

IPv4 Virtual Router Information:

Running mode : Standard

Total number of virtual routers : 1
Interface GigabitEthernetl/0/4

VRID : 2 Adver Timer : 200
Admin Status : Up State : Master
Config Pri : 120 Running Pri : 120
Preempt Mode . Yes Delay Time : 100
Auth Type : None

Virtual IP 0 2.0.0.3

Virtual MAC : 0000-5e00-0102

Master IP 0 2.0.0.1

16. RMERZMN CPU AR
5 VRRP PSS, W2 Backup B HI S AESEAr 1 3 DNEIMGIN E] 5, KRR EH
IS F] VRRP B RC, WA E O Master B2, FFX 4P &% VRRP i@
R BT AR TIEX A FE AR, Bk SCE 2 Bk CPU 4b3E, VRRP
Wty BIEF) CPU AL B, i & UL ST CPU ALBEMEREZ 5, TG
V2 I A B VRRP LBk SC,  BEALE FEHE 5> VRRP 3, 3& A VRRP IR HTE
DI, AT LOE I A A A S HT Y CPU R 262 15 Sy AR CPU
EMFA KL CPU M, ®4k CPU it s % CPU i sl i By, %%
fA CPU F 2 80% LA I FRE G, Hui% CPU R FHZ A 100%kR LA R, &
(SO AN N E S E 20N Sl =N ECE e LR P ib ] af i
4. display cpu-usage history

display process cpu | include kdrv
filt: 8IS Ay A A A UET IR AR 1 /NI CPU R 2T 10%, —3% 8
AN, AN R F R ARG



100%|
95%|
90% |
85%|
80%|
75%|
70%|
65% |
60%|
55%|
50%|
45% |
40% |
35%|
30%|
25% |
20% |
15%|
10% |

#

<H3C>display cpu-usage history

B e e e e e s

60 (minutes)

20

30

40 50

cpu-usage (Slot 1 CPU 0) last 60 minutes (SYSTEM)

98

99
100
101
102
103
104
105

O O O O O O O

0%

SN R S I R S

0%
0%
0%
0%
0%
0%
0%
0%

0.
. 0%
. 0%
. 0%
. 0%
. 0%
. 0%
. 0%

O O O O O O O

<H3C>display process cpu | include kdrv
0.
. 0%
. 0%
. 0%
. 0%
. 0%
. 0%
. 0%

0%

[kdrvepO0]
[kdrvepl]
[kdrvdp2]
[kdrvdp3]
[kdrvdp4]
[kdrvdp5]
[kdrvdp6]
[kdrvdp7]

17, HFERER CPU A HRBN
HEE B K A CPU A A i el &, AT A B AR = I (Bl7 K CPU I

Rt EHEED .




