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# Mt & $10 GigabitEthernet1/0/1. GigabitEthernet1/0/2.
GigabitEthernet1/0/3 Fl GigabitEthernet1/0/4 1] IP Hulil:,
<Router> system-view
Router] interface gigabitethernet 1/0/1
Router-GigabitEthernetl/0/1] ip address 20.1.1.1 24
Router-GigabitEthernetl/0/1] quit
Router] interface gigabitethernet 1/0/2
Router-GigabitEthernetl/0/2] ip address 10.1.1.1 24
Router-GigabitEthernetl/0/2] quit

[

[

[

[

[
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[Router] interface gigabitethernet 1/0/3
[Router-GigabitEthernetl/0/3] ip address 1.1.1.1 30
[Router-GigabitEthernetl/0/3] quit

[Router] interface gigabitethernet 1/0/4
[Router-GigabitEthernetl/0/4] ip address 1.1.1.6 30
[

Router-GigabitEthernetl/0/4] quit

P B F A

# BN hiE S BATRER K (AT —BkEL 20.1.1.3 A%, i LISERR
THOLNHE

[Router] ip route-static 0.0.0.0 0 20.1.1.3

Jii & DHCP %%

# Jic'E DHCP Hiubibith 1, FI>K2y 10.1.1.0/24 W EL P9 1% 7 3 43 FC 1P A hik i
HICE S
[Router] dhcp server ip-pool 1
[Router-dhcp-pool-1] network 10.1.1.0 24
[Router-dhcp-pool-1] gateway-list 10.1.1.1
[
[

Router-dhcp-pool-1

]
]
Router-dhcp-pool-1] dns-1list 20.1.1.15
] forbidden-ip 10.1.1.2
]

[Router-dhcp-pool-1
# JFJ5i DHCP % .

[Router] dhcp enable

it B NAT IR%
# BCE M4 O, EE AL 20.1.1.2.

[Router] nat address-group O

quit

[Router—-address-group-0] address 20.1.1.2 20.1.1.2
[Router-address-group-0] quit

# MCE ACL 2000, fLSCvFX R4S 10.1.1.0/24 W BLA P 45 SCHEAT Hh
bE|REE IO

[Router] acl basic 2000

[Router-acl-ipv4-basic-2000] rule permit source 10.1.1.0 0.0.0.255
[Router-acl-ipv4-basic-2000] quit

# {E3: 1 GigabitEthernetl/0/1 FACE 75 M shaS bl 4, vtk 2
O I IEXT VLA ACL 2000 FRHR SCHEAT IR BE R e, IR #E i A% o 4 i
F{ER.

[Router] interface gigabitethernet 1/0/1

[Router-GigabitEthernet1/0/1] nat outbound 2000 address-group 0



# BCE N FTP IS4, FUVFAMN ENUE bl 20.1.1.2, o505 21 P57 A
® 10.1.1.2 [f] FTP AR5 %% .

[Router-GigabitEthernetl/0/1] nat server protocol tcp global 20.1.1.2
21 inside 10.1.1.2 ftp

[Router-GigabitEthernetl/0/1] quit
(5) i B IRMS
# KRB HIIRE (B IE =R
[Router] undo ip fast-forwarding load-sharing
# QI IPv4 =4 ACL ITEC I AT &
[Router] acl advanced 3000
[Router-acl-ipv4-adv-3000] rule permit ip source 10.1.1.0 0.0.0.255
[Router-acl-ipv4-adv-3000] quit
[Router] acl advanced 3001

[Router-acl-ipv4-adv-3001] rule permit ip destination 10.1.1.0
0.0.0.255

[Router-acl-ipv4-adv-3001] quit
# MBS ERh, IR SIS g e BB D b

[Router] policy-based-route host-internet permit node 10
[Router-pbr-host-internet-10] if-match acl 3000
[Router-pbr-host-internet-10] apply next-hop 1.1.1.5
[Router-pbr-host-internet-10] quit

[Router] policy-based-route internet-host permit node 10
[Router-pbr-internet-host-10] if-match acl 3001
[Router-pbr-internet-host-10] apply next-hop 1.1.1.2
[Router-pbr-internet-host-10] quit

[Router] interface gigabitethernet 1/0/1
[Router-GigabitEthernetl/0/1] ip policy-based-route internet-host
[Router-GigabitEthernet1/0/1] quit

[Router] interface gigabitethernet 1/0/2
[Router-GigabitEthernetl/0/2] ip policy-based-route host-internet
[Router-GigabitEthernet1/0/2] quit

2. Bit & Device

(1) MEEOIP
# Tid B 2 11 GigabitEthernet1/0/1 ! GigabitEthernet1/0/2 ] IP ik

<Device> system-view

[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl1/0/1] ip address 1.1.1.2 30
[Device-GigabitEthernetl1/0/1] quit

[Device] interface gigabitethernet 1/0/2
[Device-GigabitEthernetl1/0/2] ip address 1.1.1.5 30
[Device-GigabitEthernet1/0/2] quit

(2) BEHSHH
# IEHSKEES L Mg K.
[Device] ip route-static 10.1.1.0 24 1.1.1.6
[Device] ip route-static 0.0.0.0 0 1.1.1.1

(3) MCEH AL A



# ¥ GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 43 5N % 415, Untrust Al
Trust 1.,
[Device] security-zone name untrust
[Device-security-zone-Untrust] import interface gigabitethernet 1/0/1
[Device-security-zone-Untrust] quit
[Device] security-zone name trust
[Device-security-zone-Trust] import interface gigabitethernet 1/0/2
[Device-security-zone-Trust] quit

(4) WMEZ4HE
# LB 22450 trust-untrust v trust 22438 VS FE Dy 10.1.1.0/24 I
i1 untrust %2453 N4
[Device] security-policy ip
[Device-security-policy-ip] rule name trust-untrust
[Device-security-policy-ip-2-trust-untrust] action pass
[Device-security-policy-ip-2-trust-untrust] source-zone trust
[Device-security-policy-ip-2-trust-untrust] destination-zone untrust

[Device-security-policy-ip-2-trust-untrust] source-ip-subnet 10.1.1.0
24

[Device-security-policy-ip-2-trust-untrust] quit
# i B 24 HS untrust-trust T untrust 22 4325 5 1) trust 22 438 H 3
Bk 10.1.1.2 (1 FTP JiR454%

[Device-security-policy-ip] rule name untrust-trust
[Device-security-policy-ip-3-untrust-trust] action pass
[Device-security-policy-ip-3-untrust-trust] source-zone untrust
[Device-security-policy-ip-3-untrust-trust] destination-zone trust

[Device-security-policy-ip-3-untrust-trust] destination-ip-host
10.1.1.2

[Device-security-policy-ip-3-untrust-trust] quit

[Device-security-policy-ip] quit

1.1.4 SGuFfRc &

# HostA.Host B _I- ping #lli: Internet [ 4, 7] L ping i& Internet #ili: 20.1.1.3.
C:\>ping 20.1.1.3
Pinging 20.1.1.3 with 32 bytes of data:
Reply from 20.1.1.3: bytes=32 time=3ms TTL=254
Reply from 20.1.1.3: bytes=32 time=2ms TTL=254
Reply from 20.1.1.3: bytes=32 time=1lms TTL=254
Reply from 20.1.1.3: bytes=32 time=2ms TTL=254
Ping statistics for 20.1.1.3:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = lms, Maximum = 3ms, Average = 2ms
# 1t Device LiAsrilfik, f#(f Host 55 20.1.1.3 ik,

[Device] display session table ipv4
Slot 1:



1.15

Initiator:
Source IP/port: 10.1.1.6/229
Destination IP/port: 20.1.1.3/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP (1)
Inbound interface: GigabitEthernetl/0/2
Source security zone: Trust

Initiator:
Source IP/port: 10.1.1.7/229
Destination IP/port: 20.1.1.3/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP (1)
Inbound interface: GigabitEthernetl/0/2

Source security zone: Trust

Total sessions found: 2

# ff Router 7 NAT £ ifHIfE 2= R

[Router]display nat session brief

Slot 1:

Protocol Source IP/port Destination IP/port Global IP/port
ICMP 10.1.1.6/229 20.1.1.3/2048 20.1.1.2/0

ICMP 10.1.1.7/229 20.1.1.3/2048 20.1.1.2/0

Total sessions found: 2
# ANV LLIEE FTP H fdthhl 20.1.1.2 Sk Ny Nk >y 10.1.1.2 1 FTP ik
5525

BCE X

1. Router
#

nat address-group 0

port-range 1024 65535

#

undo ip fast-forwarding load-sharing
#

dhcp enable

#

dhcp server ip-pool 1

gateway-list 10.1.1.1

network 10.1.1.0 mask 255.255.255.0
dns-1list 20.1.1.15

forbidden-ip 10.1.1.2

#

policy-based-route host-internet permit node 10

if-match acl 3000



apply next-hop 1.1.1.5

#

policy-based-route internet-host permit node 10
if-match acl 3001

apply next-hop 1.1.1.2

#

interface GigabitEthernetl/0/1

ip address 20.1.1.1 255.255.255.0

nat outbound 2000 address-group 0

nat server protocol tcp global 20.1.1.2 21 inside 10.1.1.2 21
ip policy-based-route internet-host

#

interface GigabitEthernetl/0/2

ip address 10.1.1.1 255.255.255.0

ip policy-based-route host-internet

#

interface GigabitEthernetl/0/3

ip address 1.1.1.1 255.255.255.252

#

interface GigabitEthernetl/0/4

ip address 1.1.1.6 255.255.255.252

#

ip route-static 0.0.0.0 0 20.1.1.3

#

acl basic 2000

rule 0 permit source 10.1.1.0 0.0.0.255

#

acl advanced 3000

rule 0 permit ip source 10.1.1.0 0.0.0.255
#

acl advanced 3001

rule 0 permit ip destination 10.1.1.0 0.0.0.255
#

2. Device

#

interface GigabitEthernetl/0/1

ip address 1.1.1.2 255.255.255.252

#

interface GigabitEthernetl/0/2

ip address 1.1.1.5 255.255.255.252

#

security-zone name Trust

import interface GigabitEthernetl/0/2
#

security-zone name Untrust

import interface GigabitEthernetl/0/1
#

ip route-static 0.0.0.0 0 1.1.1.1

ip route-static 10.1.1.0 24 1.1.1.6



#

security-policy ip

rule 0 name trust-untrust
action pass
source-zone trust
destination-zone untrust
source-ip-subnet 10.1.1.0 255.255.255.0
rule 1 name untrust-trust
action pass
source-zone untrust
destination-zone trust

destination-ip-host 10.1.1.2



