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# ICE #:17 GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 (1) IP Hilik:.

<Device> system-view

[Device] interface gigabitethernet 1/0/1
[Device-GigabitEthernetl/0/1] ip address 20.1.1.1 24
[Device-GigabitEthernetl/0/1] quit

[Device] interface gigabitethernet 1/0/2
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[Device-GigabitEthernetl/0/2] ip address 10.1.1.1 24
[Device-GigabitEthernetl/0/2] quit
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# FCEBINB IR S DATIRER R (bR —BkEL 20.1.1.3 A1, 15 LASPR
THEOLAUE) .

[Device] ip route-static 0.0.0.0 0 20.1.1.3

Tie B 2 PN 22 43

# ¥ GigabitEthernet1/0/1 1 GigabitEthernet1/0/2 43 5N % 415, Untrust Al
Trust #.

Device] security-zone name untrust

Device-security-zone-Untrust] import interface gigabitethernet 1/0/1

[
[
[Device-security-zone-Untrust] quit
[Device] security-zone name trust

[Device-security-zone-Trust] import interface gigabitethernet 1/0/2
[

Device-security-zone-Trust] quit

it & DHCP %%

# fitE DHCP Hutikith 1, FI>KNy 10.1.1.0/24 BP9 1% 7 3 43 FiC 1P kbR
HWEZSH.
[Device] dhcp server ip-pool 1
[Device-dhcp-pool-1] network 10.1.1.0 24
[Device-dhcp-pool-1] gateway-list 10.1.1.1
[
[

Device-dhcp-pool-1

]
]
Device-dhcp-pool-1] dns-list 20.1.1.15
] forbidden-ip 10.1.1.2
]

[Device-dhcp-pool-1
# JF)3 DHCP IR -

[Device] dhcp enable

i E NAT %
# NCEMhEAH O, EASMHLIE 20.1.1.2,

[Device] nat address-group 0

quit

[Device-address-group-0] address 20.1.1.2 20.1.1.2

[Device-address—-group-0] quit
# BLE 4R NAT B 1, Fovefd bk 2 O wp bk o DE G i SO AT R
IR E A

Device] nat global-policy
Device-nat-global-policy] rule name 1
Device-nat-global-policy-rule-1] source-zone trust

destination-zone untrust

[
[
[
[Device-nat-global-policy-rule-1
[
[

Device-nat-global-policy-rule-1

]

]
Device-nat-global-policy-rule-1] source-ip subnet 10.1.1.0 24

] action snat address-group 0

]

[Device-nat-global-policy-rule-1
# FCE 4R NAT B 2, SRvFAMM LTI R 20.1.1.2 # 21 3 34T H s
hEEEH, FRERA N FTP R4S 251 21 3t .

quit

[Device-nat-global-policy] rule name 2
[Device-nat-global-policy-rule-2] source-zone untrust
[Device-nat-global-policy-rule-2] destination-ip host 20.1.1.2
[

Device-nat-global-policy-rule-2] service ftp



[Device-nat-global-policy-rule-2] action dnat ip-address 10.1.1.2
local-port 21

[Device-nat-global-policy-rule-2] quit
[Device-nat-global-policy] quit

(6) HCE %A
# e H % 45K dhepin S8V A& ) DHCP P SCidid .
[Device] security-policy ip
[Device-security-policy-ip] rule name dhcpin
[Device-security-policy-ip-0-dhcpin] action pass
[Device-security-policy-ip-0-dhcpin] source-zone trust
[Device-security-policy-ip-0-dhcpin] destination-zone local
[Device-security-policy-ip-0-dhcpin] service dhcp-server
[Device-security-policy-ip-0-dhcpin] quit
# o B 2450 dhepout SRV # A1 1) DHCP Bk S
[Device-security-policy-ip] rule name dhcpout
[Device-security-policy-ip-1-dhcpout] action pass
[Device-security-policy-ip-1-dhcpout] source-zone local
[Device-security-policy-ip-1-dhcpout] destination-zone trust
[Device-security-policy-ip-0-dhcpin] service dhcp-client
[Device-security-policy-ip-1-dhcpout] quit
# LB A TR trust-untrust FoVF trust 22 AIRIE ARGy 10.1.1.0/24 [ H
F ] untrust 22 43k 4%
[Device-security-policy-ip] rule name trust-untrust
[Device-security-policy-ip-2-trust-untrust] action pass
[Device-security-policy-ip-2-trust-untrust] source-zone trust
[Device-security-policy-ip-2-trust-untrust] destination-zone untrust

[Device-security-policy-ip-2-trust-untrust] source-ip-subnet 10.1.1.0
24

[Device-security-policy-ip-2-trust-untrust] quit

# e E 2245 0S untrust-trust YR untrust 22 435/ 28 15 1] trust 22454 H 3t
k4 10.1.1.2 1) FTP JIR 55 4%

[Device-security-policy-ip] rule name untrust-trust
[Device-security-policy-ip-3-untrust-trust] action pass
[Device-security-policy-ip-3-untrust-trust] source-zone untrust
[Device-security-policy-ip-3-untrust-trust] destination-zone trust

[Device-security-policy-ip-3-untrust-trust] destination-ip-host
10.1.1.2

[Device-security-policy-ip-3-untrust-trust] quit

[Device-security-policy-ip] quit

1.1.4 ¥rfc &

# HostA.Host B I ping #llis Internet )38 %, 7] LA ping J& Internet il 20.1.1.3.
C:\>ping 20.1.1.3

Pinging 20.1.1.3 with 32 bytes of data:
Reply from 20.1.1.3: bytes=32 time=3ms TTL=254

Reply from 20.1.1.3: bytes=32 time=2ms TTL=254
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Reply from 20.1.1.3: bytes=32 time=1lms TTL=254

Reply from 20.1.1.3: bytes=32 time=2ms TTL=254

Ping statistics for 20.1.1.3:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1lms, Maximum = 3ms, Average = 2ms

# 7t Device MRS 15K, 1#17F Host 5 20.1.1.3 =16

[Device] display session table ipvi4

Slot 1:

Initiator:
Source IP/port: 10.1.1.6/229
Destination IP/port: 20.1.1.3/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP (1)
Inbound interface: GigabitEthernetl/0/2

Source security zone: Trust

Initiator:
Source IP/port: 10.1.1.7/229
Destination IP/port: 20.1.1.3/2048
DS-Lite tunnel peer: -
VPN instance/VLAN ID/Inline ID: -/-/-
Protocol: ICMP (1)
Inbound interface: GigabitEthernetl/0/2

Source security zone: Trust

Total sessions found: 2

# 7f Device FFiTE NAT 21 f)fa B E .

[Deviceldisplay nat session brief

Slot 1:

Protocol Source IP/port Destination IP/port Global IP/port
ICMP 10.1.1.6/229 20.1.1.3/2048 20.1.1.2/0

ICMP 10.1.1.7/229 20.1.1.3/2048 20.1.1.2/0

Total sessions found: 2
# MBS AT LB FTP H ikt 20.1.1.2 Sy il ]y A 10.1.1.2 1) FTP AR
%45
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1. Device
#

nat address-group 0

address 20.1.1.2 20.1.1.2



#
dhcp enable
#
dhcp server ip-pool 1
gateway-list 10.1.1.1
network 10.1.1.0 mask 255.255.255.0
dns-1ist 20.1.1.15
forbidden-ip 10.1.1.2
#
interface GigabitEthernetl/0/1
ip address 20.1.1.1 255.255.255.0
#
interface GigabitEthernetl/0/2
ip address 10.1.1.1 255.255.255.0
#
security-zone name Trust
import interface GigabitEthernetl/0/2
#
security-zone name Untrust
import interface GigabitEthernetl/0/1
#
ip route-static 0.0.0.0 0 20.1.1.3
#
nat global-policy
rule name 2
service ftp
source-zone untrust
destination-ip host 20.1.1.2
action dnat ip-address 10.1.1.2 local-port 21
rule name 1
source-zone trust
destination-zone untrust
source-ip subnet 10.1.1.0 24
action snat address-group 0
#
security-policy ip
rule 0 name dhcpin
action pass
source-zone trust
destination-zone local
rule 1 name dhcpout
action pass
source-zone local
destination-zone trust
rule 2 name trust-untrust
action pass
source-zone trust
destination-zone untrust

source-ip-subnet 10.1.1.0 255.255.255.0



rule 3 name untrust-trust
action pass

source-zone untrust
destination-zone trust

destination-ip-host 10.1.1.2



