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1 文档说明
1.1 文档目的
本文档旨在指导用户使用 XCA 工具在 Windows 环境下生成 CA证书和服务器证书，并将其导出为标准格式文件，以便部署到鲲鹏服务器的 BMC系统中。

如果不想细致区分，生成一个证书也可以给多台服务器使用，按照现场需求处理即可
1.2 适用对象
本手册适用于以下人员：
1. 服务器运维工程师
1. 系统管理员
1. IT技术支持人员
1. 需要对服务器进行 SSL 证书配置的技术人员
1.3 前提条件
在开始操作之前，请确保满足以下条件：
1. 操作系统：Windows 7/10/11 或 Windows Server 系列
1. 
已安装 XCA 工具（建议使用最新版本）

1. 具有管理员权限的 Windows 用户账户
1.4 名词解释
	术语
	说明

	XCA
	X Certificate Certificate，是一个开源的证书管理工具，支持创建和管理PKI证书

	.crt格式
	证书文件格式，用于导入到管理软件

	.p12格式
	PKCS#12格式，包含证书和私钥的加密容器，用于导入到BMC系统




2 操作步骤
2.1 新建XCA数据库
在使用 XCA 之前，需要创建一个本地数据库来存储和管理证书。
2.1.1 打开XCA软件
1. 双击桌面或开始菜单中的 XCA 图标，启动软件
2.1.2 创建新数据库
1. 点击菜单栏中的【文件】
1. 选择【新建数据库】选项，跳转侯选择目录保存。
[image: ]
[image: ]
2.1.3 设置数据库密码
1. 在弹出的对话框中设置数据库密码
1. 点击【OK】确认
[image: ]
2.2 创建CA证书
CA证书是证书颁发机构的根证书，用于签发服务器证书。
2.2.1 进入证书创建界面
1. 在 XCA 主界面的【证书】页面中
1. 点击右上方的【创建证书】按钮
[image: ]
2.2.2 配置证书模板
1. 在【来源】页面中，选择证书模板为【CA】
1. 点击【应用模板所有信息】按钮
[image: ]
图5 选择CA证书模板
2.2.3 设置证书有效期
1. 进入【扩展】页面
1. 将有效期设置为10年（建议值，可根据需要调整）
[image: ]
图6 设置证书有效期
2.2.4 填写证书主体信息
1. 进入【主体】页面
1. 填写以下信息：
1. 国家（C）
1. 省份（ST）
1. 城市/地区（L）
1. 组织名称（O）
1. 证书名称（CN）- 通常填写服务器类型或公司名称
[image: ]
[image: ]
2.2.5 生成CA私钥
1. 信息填写完成后，点击右下角【生成新密钥】按钮
[image: ]
2.2.6 完成CA证书创建
1. 私钥生成后，点击【OK】按钮完成CA证书创建
[image: ]
[image: ]
	提示 CA证书创建完成后，可以在【证书】界面中查看该证书。CA证书是服务器证书的根证书，请妥善保管。




2.3 创建服务器证书
服务器证书是由CA证书签发的，用于服务器身份验证的SSL证书。
2.3.1 选择CA证书
1. 在【证书】列表中选中已创建的CA根证书
1. 点击右上方的【创建证书】菜单
[image: ]
2.3.2 选择服务器证书模板
1. 在【来源】页面中，选择证书模板为【TLS_server】
1. 点击【应用模板所有信息】按钮
[image: ]
2.3.3 设置证书有效期
1. 进入【扩展】页面
1. 将有效期设置为10年（建议值）
[image: ]
2.3.4 填写服务器证书主体信息
1. 进入【主体】页面
1. 填写服务器证书相关信息（可参考CA证书的填写方式）
1. 填写完成后，点击【生成新密钥】按钮为服务器证书生成私钥
[image: ]
[image: ]
2.3.5 完成服务器证书创建
1. 点击【创建】按钮生成私钥文件
1. 私钥生成后，确认信息无误，点击【OK】结束创建
[image: ]
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2.4 导出CA证书
CA证书需要导出为.crt格式，用于导入到管理软件。
2.4.1 导出证书文件
1. 在【证书】列表中选中CA证书
1. 右键点击，选择【导出】→【文件】
[image: ]
2.4.2 保存证书文件
1. 以默认方式导出为crt文件即可
1. 选择保存路径
[image: ]
2.5 导出服务器证书
服务器证书需要导出为.p12格式（PKCS#12），用于导入到BMC系统。
2.5.1 选择导出服务器证书
1. 在【证书】列表中选中服务器证书
1. 右键点击，选择【导出】→【文件】
[image: ]
2.5.2 选择导出格式
1. 在导出格式选项中，选择【PKCS#12】（.p12）格式
[image: ]
[image: ]
2.5.3 设置证书密码
1. 系统会提示设置.p12文件的密码
1. 输入指定的密码
1. 点击【OK】完成服务器证书的导出
[image: ]

[image: ]

	重要说明 导出格式说明： • .crt文件：CA证书，用于导入到管理软件 • .p12文件：服务器证书，用于导入到BMC  注意：如管理软件不使用证书验证，则只需要导出.p12文件导入BMC即可。




3 常见问题
	问题
	解决方案

	忘记数据库密码
	无法恢复，请删除数据库文件重新创建。建议创建数据库时设置易记但安全的密码。

	证书过期了怎么办？
	需要重新生成证书。建议在证书过期前提前更换新证书。

	.p12文件导入BMC失败
	检查：1）密码是否正确；2）证书是否由CA正确签发； 

	证书主体信息可以修改吗？
	已创建的证书信息不可修改。如需修改，只能重新创建新证书并导出。




4 附录
4.1 证书文件格式对比
	格式
	包含内容
	用途
	加密

	.crt
	证书+公钥
	管理软件导入
	否

	.p12
	证书+私钥
	BMC系统导入
	是（需密码）


4.2 安全建议
1. 私钥文件（.p12）包含敏感信息，请妥善保管，避免泄露
1. 建议定期更换证书，特别是生产环境
1. 数据库密码和.p12密码建议使用不同的强密码
1. 导出文件建议存储在安全的位置，不要存放在公开目录
1. 如果证书不再使用，请安全销毁相关文件
4.3 XCA工具下载
XCA是一款开源的证书管理工具，可从以下地址下载：
1. 官方网站：https://hohnstaedt.de/xca/
1. GitHub：https://github.com/chris2511/xca
建议下载最新版本以获得更好的安全性和功能。
4.4 版本历史
	版本
	日期
	变更说明

	V1.0
	2025年
	初始版本，包含完整的CA证书和服务器证书生成及导出操作步骤
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xca-portable-2.3.0.zip


xca-portable-2.3.0.zip


xca-portable-2.3.0/styles/qwindowsvistastyle.dll





xca-portable-2.3.0/xca.exe





xca-portable-2.3.0/dn.txt

# Do not edit this file, rather use PROFILE\Application Data\xca\dn.txt

# The path of the user settings directory depends on the

# operating system and version.

# The path where XCA looks for this file is shown in the

# "About" dialog of XCA as "User settings path"

C

ST

L

O

OU

CN

emailAddress

serialNumber

givenName

surname

title

initials

description

role

pseudonym

name

dnQualifier

generationQualifier

x500UniqueIdentifier

businessCategory

streetAddress

localityName

postalCode








xca-portable-2.3.0/CA.xca





xca-portable-2.3.0/msvcp140.dll





xca-portable-2.3.0/copyright.txt



Copyright (C) 2001 - 2020 Christian Hohnstaedt.



 All rights reserved.





 Redistribution and use in source and binary forms, with or without

 modification, are permitted provided that the following conditions are met:



 - Redistributions of source code must retain the above copyright notice,

   this list of conditions and the following disclaimer.

 - Redistributions in binary form must reproduce the above copyright notice,

   this list of conditions and the following disclaimer in the documentation

   and/or other materials provided with the distribution.

 - Neither the name of the author nor the names of its contributors may be

   used to endorse or promote products derived from this software without

   specific prior written permission.





THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS

"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT

LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS

FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE

COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,

INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES

(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR

SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,

STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF

ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.





This program links to software with different licenses from:



 - https://www.openssl.org which includes cryptographic software

   written by Eric Young (eay@cryptsoft.com)"



 - https://www.qt.io










xca-portable-2.3.0/i18n/xca_fr.qm





xca-portable-2.3.0/i18n/qt_sk.qm





xca-portable-2.3.0/i18n/xca_hr.qm





xca-portable-2.3.0/i18n/xca_es.qm





xca-portable-2.3.0/i18n/xca_ja.qm





xca-portable-2.3.0/i18n/xca_pt_BR.qm





xca-portable-2.3.0/i18n/qt_ru.qm





xca-portable-2.3.0/i18n/xca_sk.qm





xca-portable-2.3.0/i18n/qt_pl.qm





xca-portable-2.3.0/i18n/xca_de.qm





xca-portable-2.3.0/i18n/qt_fr.qm





xca-portable-2.3.0/i18n/xca_nl.qm





xca-portable-2.3.0/i18n/xca_pl.qm





xca-portable-2.3.0/i18n/qt_ja.qm





xca-portable-2.3.0/i18n/xca_tr.qm





xca-portable-2.3.0/i18n/qt_it.qm





xca-portable-2.3.0/i18n/xca_ru.qm





xca-portable-2.3.0/i18n/qt_pt.qm





xca-portable-2.3.0/i18n/qt_es.qm





xca-portable-2.3.0/i18n/xca_it.qm





xca-portable-2.3.0/i18n/xca_zh_CN.qm





xca-portable-2.3.0/i18n/qt_de.qm





xca-portable-2.3.0/Qt5Gui.dll





xca-portable-2.3.0/eku.txt

# Do not edit this file, rather use PROFILE\Application Data\xca�ku.txt

# The path of the user settings directory depends on the

# operating system and version.

# The path where XCA looks for this file is shown in the

# "About" dialog of XCA as "User settings path"

serverAuth

clientAuth

codeSigning

emailProtection

timeStamping

msCodeInd

msCodeCom

msCTLSign

msSGC

msEFS

nsSGC

msEFSFR

ipsecEndSystem

ipsecTunnel

ipsecUser

iKEIntermediate

msSmartcardLogin

OCSPSigning

id-kp-eapOverPPP

id-kp-eapOverLAN

pkInitKDC








xca-portable-2.3.0/libgcc_s_seh-1.dll





xca-portable-2.3.0/Qt5Widgets.dll





xca-portable-2.3.0/libiconv-2.dll





xca-portable-2.3.0/libltdl-7.dll





xca-portable-2.3.0/TLS_client.xca





xca-portable-2.3.0/platforms/qwindows.dll





xca-portable-2.3.0/TLS_server.xca





xca-portable-2.3.0/oids.txt

# Do not edit this file, rather use PROFILE\Application Data\xca\oids.txt

# The path of the user settings directory depends on the

# operating system and version.

# The path where XCA looks for this file is shown in the

# "About" dialog of XCA as "User settings path"



# OID			short name      long name

1.3.6.1.4.1.311.20.2:	dom:		Domain Controller

1.3.6.1.4.1.311.21.1:	MsCaV:		Microsoft CA Version

1.3.6.1.4.1.311.10.3.4.1:msEFSFR:	Microsoft EFS File Recovery

1.3.6.1.5.5.8.2.2:	iKEIntermediate: IP security end entity

0.2.262.1.10.7.20:	nameDistinguisher: Name distinguisher

# RFC 4334

1.3.6.1.5.5.7.3.13:     id-kp-eapOverPPP:       EAP over PPP

1.3.6.1.5.5.7.3.14:     id-kp-eapOverLAN:       EAP over Lan

1.3.6.1.5.2.3.5:        pkInitKDC:      Signing KDC Response








xca-portable-2.3.0/libintl-8.dll





xca-portable-2.3.0/libstdc++-6.dll





xca-portable-2.3.0/libpq.dll





xca-portable-2.3.0/sqldrivers/qsqlmysql.dll





xca-portable-2.3.0/sqldrivers/qsqlodbc.dll





xca-portable-2.3.0/sqldrivers/qsqlpsql.dll





xca-portable-2.3.0/sqldrivers/qsqlite.dll





xca-portable-2.3.0/vcruntime140.dll





xca-portable-2.3.0/Qt5Core.dll





xca-portable-2.3.0/libssl-1_1-x64.dll
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[bookmark: s15]15. Appendix




Here one can find several examples for file formats:



[bookmark: ss15.1]15.1 PEM










-----BEGIN CERTIFICATE----------END CERTIFICATE-----
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[bookmark: objectids] [bookmark: s13]13. Object IDs





Private Object IDs and OID lists for the distinguished name or extended key
usage can be added in files listed below.
The files are:








			oids.txt additional Object IDs



			eku.txt Content of ExtendedKeyUsage



			dn.txt Content of DistinguishedName











The search path for all the files is listed below.
All files except oids.txt are searched in the order listed below
and search stops at the first file found.
The oids.txt file is searched in reversed order and all
oids.txt files found are loaded.





Unix








			$HOME/.xca/



			/etc/xca/



			PREFIX/share/xca/ 
PREFIX is usually /usr or /usr/local













Windows








			CSIDL_APPDATA\xca, which is something like

C:\Documents and Settings\username\Application Data\xca

or C:\Users\username\AppData\Roaming\xca



			Installation directory 
e.g.: C:\Programs\xca













MacOSX








			$HOME/Library/Application Support/data/xca



			/Applications/xca.app/Resources











The path of the user settings directory depends on the
operating system and version.
The path where XCA looks for this file is shown in the
About dialog of XCA as User settings path.






[bookmark: new_oids] [bookmark: ss13.1]13.1 New OIDs 





All Object IDs that are not official, but belong to your company
or organisation can be added in the file oids.txt.
All possible locations for this file are searched and all oids.txt files
found are loaded. This way the application-installer adds
some in /usr/share/xca, the Administrator in /etc/xca and the user in
$HOME/.xca. The format of this file is:

OID:shortname:longname

Leading and trailing spaces between the colons and the text are ignored.
Lines starting with a # are ignored.






[bookmark: ss13.2]13.2 OID lists






The files containing OID lists (eku.txt, dn.txt)
are handled in a different way, only the first one found is used.
The format of this files is one entry per line. The entry can be either the
numerical OID like 1.3.6.1.5.5.8.2.2, the short name like
iKEIntermediate or the long name IP security end entity.
Lines starting with a # are ignored.
If this files shall contain new in-official OIDs, they must be also mentioned
in one of the oids.txt files.






[bookmark: ss13.3]13.3 Adding your company specific Subject entry






If you want to / need to add your own company specific subject
entry to your certificate it can be done without recompiling XCA.








			Add its OID with short name and long name to one
of the oids.txt file listed in 
New OIDs like:

1.3.6.1.4.1.12345.1: zodiacSign: Zodiac Sign



			Add the OID, short name or long name to the first read dn.txt
On Linux: cp /usr/share/xca/dn.txt ~/.xca/dn.txt && echo "zodiacSign" >> ~/.xca/dn.txt



			Start XCA, open your database and goto Options->Distinguished name. In the Explicit subject entries select Zodiac Sign, click Add, move it by dragging it in the list and click OK when satisfied.



			Create a new certificate and see.
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[bookmark: s4]4. Common Actions





Many actions are common to all cryptographic parts and are mentioned here once for all.
The goal of this application is to provide an easy to use signing-tool and
also a common place for all selected PKI items like requests or certificates.




[bookmark: ss4.1]4.1 Column Handling






Column visibility can be changed by the context menu of the table header
or the "columns" sub menu of the table context menu.
It shows all available columns with check-boxes to show or hide them.








			Column actions:

			Reset: Reset column order and visibility to the default.



			Hide Column: Hide the current column.
Only shown in the context menu of the column header












			Common columns:

			Internal name: Name of the item in the database.



			No.: A simple counter to easily count the items.



			Primary key: Unique number to identify an item in the
database. See 
Database primary key.



			Date: Date of the appearance in this XCA database.
See 
Date and Source



			Source: Origin of this item.
See 
Date and Source.



			Comment: A multi-line free text input, see 
Comment.












			Private Key columns:

			Type: One of RSA, DSA, EC



			Size: Key size in bits.



			EC Group: Curve name of the EC key.



			Use: Number of certificates and requests using this key.



			Password: Protection of the key.
See: 
RSA, DSA and EC Keys.












			Certificate and request columns:

			Subject: The complete subject name.



			Subject hash: Subject hash used by OpenSSL
to lookup certificates. See
 (c_rehash, openssl x509 -hash).



			Subject entries: Displays single entries of the subject.
The list represents the content of the
dn.txt file.



			X509v3 Extensions: Displays a textual representation
of the selected extension.



			X509v3 Extensions: Displays a textual representation
of the selected extension.



			Key name: Internal name of the key in the private keys tab.



			Signature algorithm: Signature algorithm used to sign the
certificate or request.












			Request columns:

			Signed: Whether the request is already signed or not.



			Unstructured name: CSR specific attribute.



			Challenge password: CSR specific attribute.



			Certificate count Number of certificates in the database with the same public key.












			Certificate columns:

			CA: CA Basic Constraints flag



			Serial: Serial number



			MD5 / SHA1 / SHA256 fingerprint: Certificate fingerprint



			Start date: Not before date.



			Expiry date: Not after date.



			Revocation: Revocation date of this certificate if revoked.



			CRL Expiration: CRL expiration, if this is a CA






















Columns can be resized and rearranged.
This configuration is stored in the database and will be reassigned next time
this database is opened.




[bookmark: ss4.2]4.2 Importing items






The import of an item can be done by either clicking the import button on the right
or via the context menu available by right clicking into the list.
The import function is smart enough to probe all known formats independent
of the file extension:








			Keys:  PEM private key, PEM public key,
DER private key, DER public key, PKCS#8 private key, SSH public key.



			Requests DER request, PEM request



			Certificates DER certificate, PEM certificate
(PKCS#12 and PKCS#7 certificates must be imported with an
extra button, because they may contain more than
one certificate and key)











After selecting the filename XCA will probe for the known formats of that item
and in case of an error it prompts the last OpenSSL error message.
It is possible to select more than one file by selecting them with SHIFT click.



Also the Import menu may be used to load items. Next to the file-types
above, it also supports PEM import. PEM describes the encoding
instead of the file-type. So a PEM file can be any type of private key, CRL
certificate or CSR. This import facility discovers the type and loads it.





When importing more than one Key, CRL, Certificate or Request
all items are shown in a Multi-import dialog.
When importing a PKCS#7 or PKCS#12 item, the contained keys and certificates are shown in the Multi-import dialog.
By using the Multi-import dialog the items can be examined, imported or dropped.





After reading the item it searches for this item in the database and if it
is unique, the item is stored in the database. Otherwise it shows a message
containing the internal name of this item in the database.




[bookmark: ss4.3]4.3 Details of an Item






The details dialog can be accessed by double clicking the item, by the context menu or by
the button on the right.
The names of the issuers certificate and the corresponding key are click-able and their
content will be shown on "double-click"




[bookmark: ss4.4]4.4 Renaming an Item






An Item can be renamed via the context menu by right-clicking on the item,
by pressing <F2> or by the Rename button on the right border.




[bookmark: ss4.5]4.5 Deleting Items






Items can be deleted by the button on the right or via the context menu.
Certificate signing requests can be deleted
when they got signed, because they are not needed anymore.
The request can be recovered from the resulting certificate by
transforming the certificate to a request.
This is however only possible if you own the private key of the
certificate. Multiple items may be selected to delete them all at once.




[bookmark: ss4.6]4.6 Searching Items






The displayed list of items can be reduced by the search-input at the
bottom right. It affects all tabs. It does not only search inside the displayed columns but the whole content of the items. It searches the internal name,
issuer, subject, extensions, PKCS#10 attributes and token provider.




[bookmark: date_and_source] [bookmark: ss4.7]4.7 Date and source of appearance 






XCA tracks the time and source of any newly appeared item.
Both can be seen when selecting Properties in the
context menu of an item, or by enabling the Source or
Date columns.



The source may be one of the following




			Imported



			Generated



			Transformed



			Token



			Legacy Database











The content of the date and source fields will never be part of an exported item.




[bookmark: comment] [bookmark: ss4.8]4.8 Comments 





XCA allows to insert multi-line comments for all items. They can be edited
by the properties dialog. When showing the Comment
column, it will display the first line of the comment field.



XCA itself uses the comment field of certificates and requests
to leave a note during important operations:








			Applied templates during certificate or request generation



			Generated keys during certificate or request generation



			Signing date, time and internal name of the issuing CA when a request gets signed.











The content of the comment field will never be part of an exported item.




[bookmark: primary_key] [bookmark: ss4.9]4.9 Database primary key 





When inserting an item into the database a new, unique id
will be generated and used as primary key in the database.
If the item shall be found in the database by external tools,
the items.id can be used to uniquely identify the item.
The internal name cannot be used, since it is not necessarily unique anymore.



This ID will never be used outside the database.







Next
Previous
Contents




xca-portable-2.3.0/html/xca-2.html


Next
Previous
Contents


[bookmark: s2]2. Miscellaneous




[bookmark: ss2.1]2.1 Updating from versions earlier than 2.0.0






Older versions of XCA used a simple serial
proprietary database for storing the cryptographic items.
Starting with version 2.0.0 this has changed to SQL.
For file based databases the SQLite database format is used.
Since XCA uses SQL, it can also be connected to a network database.
The databases mySQL and PostgreSQL are tested.
Please use the Open Remote DataBase menu item to connect to a remote host.
The main disadvantage of the old format leading to the switch to SQL
was the inaccessibility by external tools. Since years users ask for
command-line access to the database.
The new database can be queried
by external tools like sqlite3 or sqlitebrowser
to extract verify or modify content.
Please see 
Extracting items





When opening a legacy database, it will be converted to the new format after
backing up the original database.



Please be careful with older XCA versions.
XCA before 1.4.0 will overwrite the new SQLite database during database open.





[bookmark: ss2.2]2.2 Download






The most recent stable version of XCA can be downloaded from
XCA download





The current (unstable) HEAD of development can be downloaded and tested via
XCA devel on github
Please do not hesitate to contact me for information about branches.




[bookmark: ss2.3]2.3 DH Parameters






Diffie Hellman parameters can be created by XCA.
It does neither need nor use the parameters.
Applications like OpenVPN however need them and so XCA provides this
functionality for users convenience.




[bookmark: ss2.4]2.4 Entropy sources for XCA






Entropy is a very important topic for key generation.
OpenSSL comes with a good pseudo random number generator.
XCA seeds it very thoroughly.




			During startup

			The OpenSSL seeding mechanism RAND_poll().
It uses /dev/urandom where possible and the
screen content on Windows.



			XCA also tries to pull at most 256bit from /dev/random and /dev/hwrng each.



			A .rnd state file in the XCA application directory is
read on startup and erased afterwards to avoid replays.











			Before any key or parameter generation a "re-seeding"
is done. Some say re-seeding is not necessary, but
all say it does not harm.

			XCA collects entropy by mouse and keyboard events and its timing.
(See main.cpp: bool XCA_application::eventFilter())
We are on a desktop host after all.



			256bit from /dev/urandom (unix/Mac)











			A .rnd state file in the XCA application directory
is written whenever XCA finishes.




			When managing a token or generating a key on a token that supports
C_GenerateRandom and C_SeedRandom, XCA will:

			Seed the token with own random data.



			Seed the OpenSSL CSPRNG by random bytes from the token.
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[bookmark: keys] [bookmark: s7]7. RSA, DSA and EC Keys 





For creating certificates, keys are needed.
All keys are stored encrypted in the database using the 3DES algorithm.
The password can be changed for each key. The password type means:




			common: The database password provided during database load



			private: The key has its own password, which is not stored by XCA. This can be set and reset via the context menu of the key



			PIN: Security tokens are usually protected by a PIN



			No password: Public keys don't need a password












All keys carry a use counter which counts the times it is used.
When creating new
requests or certificates the list of available keys is reduced to
the keys with a use counter of 0. This can be overridden by the check-box
next to the key list.




When importing an EC key with explicit curve parameters,
the corresponding curve OID is searched and set if found.




When exporting the key via SQL from the database,
see 
Extracting items openssl asks for the password,
which is either the database password or its own password in case the
password type is private.




[bookmark: ss7.1]7.1 Generating Keys






The dialog asks for the internal name of the key and the key-size in bits.
For EC keys, a list of curves is shown. It contains all X9.62 curves and many others.





EC Brainpool curves are also supported when linking with OpenSSL 1.0.2.




Even if the drop-down list only shows the most usual key sizes, any other value
may be set here by editing this box.
While searching for random prime numbers a progress bar is shown in the
bottom of the base application.
After the key generation is done the key will be stored in the database.





When checking the Remember as default box, the settings
(Key-type, key-size or EC curve) will be remembered and preset for the
next key generation dialog. This option is not available
when generating token keys.





For every connected token providing the Key-generate facility an entry in the
drop-down menu of the key-types will be shown.
It contains the name of the token and the valid key-sizes.





In case of EC keys generated on a token, the list of possible curves
is restricted based on informations provided by the token (Key size and FP/F2M).
The token may support even less ECParameters / OIDs. When selecting an EC curve
not supported by the token an error will occur.
Please consult the documentation of the provider of the PKCS#11 library.




[bookmark: ss7.2]7.2 Key Export






Keys can be exported by either selecting the key and pressing Export
or by using the context-menu.
It may be chosen to export the key to the clipboard as PEM public, SSH2 public
or unencrypted PEM private format.
In case of a file export a dialog-box opens where next to the filename one of the
following formats may be selected:








			PEM public the public part of the key in PEM format



			DER public the public part of the key in DER format



			SSH2 public the public part of the key in SSH2 format



			PEM private the private key unencrypt in PEM format



			PKCS#8 encrypted the encrypted private key in PKCS#8 format



			DER private the private key in binary DER format



			PEM encrypted the private key in PEM format with an OpenSSL specific
extensions for encryption



			PKCS#8 unencrypted the private key unencrypted in PKCS#8 format











The filename is the internal name plus a pem, der, pk8 or pub suffix.
When changing the file-format, the suffix of the filename changes accordingly.
Only PKCS#8 or PEM files can be encrypted, because
the DER format (although it could be encrypted)
does not support a way to supply the encryption algorithm
like e.g. DES.
Of course, encryption does not make sense if the private part is not exported.







Next
Previous
Contents




xca-portable-2.3.0/html/xca-9.html


Next
Previous
Contents


[bookmark: s9]9. Certificates





All certificates from the database are displayed in a tree view reflecting
the chain dependencies.
If there is a CA certificate and several client certificates signed by this CA,
the client certificates can be shown by clicking on the plus sign of the CA certificate.




[bookmark: ca_cert] [bookmark: ss9.1]9.1 CA certificates 






XCA will recognize CA certificates if the CA flag in the Basic Constraints
is set to true.
If there is a corresponding private key, the CA
sub-menu in the context-menu will be enabled.





For building the chains the CA flag is disregarded, because there are some
CAs without this flag.
Instead it considers the issuer name and the signature to decide which certificate is the issuer.
In case of more than one possible issuer, the one with the latest
expiry date will be used as issuer to collect all issued certificates.




[bookmark: ss9.2]9.2 Generating certificates






After clicking on the New Certificate button the Certificate input dialog will be started to ask
all needed information for generating a new Certificate. See: 
The Certificate input dialog
Certificate creation can also be invoked by the context menu of the certificate list background
or by the context menu of the request.
In this case the Certificate input dialog is preset with the request to be signed.





If a CA certificate is selected in the certificate list, this
certificate will be preselected as issuing certificate.




[bookmark: ss9.3]9.3 Certificate details






The signer is the internal name of the issuers certificate, SELF SIGNED if it is
self signed or SIGNER UNKNOWN if the issuer's certificate is not available.
The validity is set to valid if the certificate's dates are valid
or to Not valid if they are not, compared to the
internal time and date of the OS.





If the certificate is revoked, the revocation date will be shown instead.





On the Subject and Issuer tab the distinguished name is
also displayed in a format defined in RFC2253 for copy&paste.




[bookmark: ss9.4]9.4 Certificate Export










			Clipboard Copy all selected certificates to the clipboard as PEM file



			File Export to external file.
The filename can be selected in the export dialog and the Export format:

			PEM - PEM encoded



			PEM with Certificate chain - PEM encoded certificate
and all issuers up to the root certificate in one file



			PEM all trusted Certificates - List of all PEM encoded
certificates that are marked as Always trusted
(usually all self-signed certificates) in one file for e.g.
apache as trusted certificate store.



			PEM all Certificates - All PEM encoded certificates
in one file.



			DER - DER encoded certificate.



			PKCS#7 - DER encoded PKCS#7 structure containing
the certificate.



			PKCS#7 with Certificate chain - DER encoded
PKCS#7 structure containing the
certificate and all issuers up to the root certificate.



			PKCS#7 all trusted Certificates - DER encoded
PKCS#7 structure containing all
certificates that are marked as Always trusted



			PKCS#7 all Certificates - DER encoded PKCS#7 structure
containing all certificates.



			PKCS#12 - PKCS#12 structure containing the certificate
and the corresponding private key



			PKCS#12 - PKCS#12 structure containing the certificate,
the corresponding private key and the chain of all
issuers certificates.



			PEM cert + key - concatenation of the private key
and certificate in a format used by apache or the
X509 patch for OpenSSH.



			PEM cert + PKCS8 key - concatenation of the
private key in PKCS#8 format and certificate.












			Token Store certificate on the Security token containing the private key



			Other token Store certificate on any Security token



			OpenSSL config Create an OpenSSL config file from the content of this certificate, which can be used to generate a similar certificate with openssl (openssl req -new -x509 -config <file>)













When exporting PKCS#12 structures you are asked later for an encryption
password.




[bookmark: ss9.5]9.5 Certificate Transformation






A certificate transformation creates a new database entry based on the selected certificate.








			Public Key Extract the public key from the certificate and store it in the Private Keys Tab.



			Request Create a PKCS#10 request by using the data from the certificate. The private key of the certificate must be available for this option.



			Similar Certificate Starts the Certificate input dialog preset with all values from the current certificate to create a new certificate.



			Template Create a XCA template with the values of the request.












[bookmark: ss9.6]9.6 Certificate revocation






Certificates can only be revoked, if the private key of the issuer's certificate
is available. The certificate will be marked as revoked and the revocation date
and reason will be stored with the CA certificate.



If more than one unrevoked certificate of the same issuer is selected, all of them will be revoked
at once with the same revocation date and reason. The context menu shows this by adding
the number of selected certificates in squared brackets.





To generate a CRL, revoke the appropriate certificates and select CA->Generate CRL in the context-menu of the signing certificate.




[bookmark: ss9.7]9.7 Certificate renewal






Certificates can only be renewed, if the private key of the issuer's certificate
is available. Renewal is done by creating a new certificate as a copy of the original one
with adjusted validity dates.



Use the Revoke old certificate check-box to automatically revoke the old
certificate.



If more than one certificate of the same issuer is selected, all of them will be renewed
at once with the same validity dates. The context menu shows this by adding
the number of selected certificates in squared brackets.




[bookmark: ss9.8]9.8 CA special functions






The context menu of CA certificates contains the CA sub-menu,
which makes the following functions available:








			Properties



			Generate CRL Generate the CRL by collecting all
revoked certificates and their revocation date.



			Manage revocations Displays all revocations and allows to manipulate them.












CA Properties









			CRL days The days until the next CRL release.



			Signing Template The default template for
issuing certificates.












Manage revocations




Non existing certificates may be revoked by adding the serial number of the certificate.
Since version 1.3.0 it is not required anymore to keep revoked certificates in the database,
because the revocation information is stored together with the CA certificate.
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[bookmark: csr] [bookmark: s8]8. Certificate Signing Requests 





Certificate signing requests are described in PKCS#10 standard.
They are used to supply a Certification Authority with the
needed information to issue a valid certificate
without knowing the private key. This
includes personal information, the public key and additional extensions.





It is not necessary to generate a request prior to signing it by your CA
or before self-signing it. Simply start generating the certificate directly.
People using the OpenSSL command line tools are used to generate a request
with "openssl req -new ..." and then signing it .
This is not necessary with XCA.





Tracking signed CSR with XCA can be done by the Signed and
Certificate count columns of the certificate signing request
tab. The Signed column is an information stored in the database
whenever a CSR was used used issue a certificate. Also an automatic comment
is left in the comment of the CSR.
It does not depend on the certificate remaining in XCA.
The Certificate count column displays the number of certificates
with the same public key.





[bookmark: ss8.1]8.1 Generating a new Request






After clicking on the New Request button the Certificate dialog will be started to ask
all needed information for generating a new Request. See: 
The Certificate input dialog





The request generation can also be invoked by the context menu of a certificate (Transform->Request).
This menu point is only available if the private key of the certificate is available.
In this case all needed data is copied from the certificate and the Certificate dialog is not invoked.




[bookmark: ss8.2]8.2 Request Export






Requests can be exported by the context-menu or by the button on the right.








			Clipboard Writes all selected requests in PEM format to the Clipboard.



			File Write the request into a file in PEM or DER format.



			OpenSSL config Create and store an OpenSSL configuration file which can be used to generate a similar request with openssl (openssl req -new -config <file>)












[bookmark: ss8.3]8.3 Request Transformation






A request transformation creates a new database entry based on the selected request








			Template Create a XCA template with the values of the request.



			Public Key Extract the public key from the request and store it in the Private Keys Tab.



			Similar Request Starts the Certificate input dialog preset with all values from the current request to create a new request.












[bookmark: ss8.4]8.4 Request Details






All information contained in the request are shown. If the key-store contains
the private key corresponding to the request the keys internal name is shown
in the Key field.







Next
Previous
Contents




xca-portable-2.3.0/html/xca-3.html


Next
Previous
Contents


[bookmark: s3]3. Command Line Options





Usage: xca [-d new.xdb] [-v] [-x] [-i <index-file>]
[-I <directory>] <files>



Next to the usual X command line options. There are the following








			-v show version information and exit



			-d set the database filename (only needed to create a new db)



			-x exit after processing all command line options



			-i creates an OpenSSL index file containing all certificates



			-I creates an OpenSSL index file for each CA in the given,
existing directory containing all issued certificates.











There are some deprecated legacy options: [ -k ] [ -r ] [ -c ] [ -p ] [ -7 ] [ -l ] [ -t ] [ -P ]



Before XCA 0.9.0, the type of the items had to be given. This was removed since.
Just put all keys, certificates, requests and the database unsorted on the command-line.
For backwards compatibility those options are ignored when found.





Usually after importing the items from command-line
the application will startup as usual. With the -x
option given it will exit after finishing the import dialog. This is useful if XCA is used as default application for viewing certificates, keys or requests.






[bookmark: extract] [bookmark: ss3.1]3.1 Extracting items 






The sqlitebrowser may be used to examine the elements of the database.



The database schema is documented 
here.
All cryptographic items are stored as base64 DER format and must be
decoded before feeding them to OpenSSL: | base64 -d | openssl <x509|req|crl|pkcs8> -inform DER ...




Extract the private key with internal name 'pk8key' from the database





sqlite3 ~/xca.xdb "SELECT private FROM view_private WHERE name='pk8key'" | base64 -d | openssl pkcs8 -inform DER











Extract a CRL





sqlite3 ~/xca.xdb "SELECT crl FROM view_crls WHERE name='ca'" | base64 -d | openssl crl -inform DER











Modify the comment of an item with id 3





sqlite3 ~/xca.xdb "UPDATE items SET comment='My notes' WHERE id=3"










The item names are not required to be unique anymore. Each table view in XCA has an optional
column "Primary key" that may be shown to get the ID of the item in the database.
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Changelog







xca 2.3.0 Wed Apr 29 2020




 			 Close #191 OID LN differs warning popups at startup
 


			 Close #189 Database compaction #189
 


			 Improve PKCS11 library loading for portable app
 


			 Refactor native separators / and \ on windows.
 


			 Support TLS encrypted MariaDB and PostgreSQL connection
 


			 Close #182: UI not using Windows native theme in 2.2.1 portable
 


			 Close #70: cant open ics file in ical on macos mojave
 


			 Close #72: Add checkbox for OCSP staple feature
 


			 Use DESTDIR instead of destdir when installing. Follows autotools convention.
 


			 Close #172 #46: Multiple OCSP Responders
 


			 Close #170 xca-portable-2.2.1 cannot change language
 


			 Fix certificate assignment when importing a CA certificate
 


			 Close #163: Show key type/size on column of Certificates tab








xca 2.2.1 Thu Jan 30 2020




 			 Close #159 Opening existing database








xca 2.2.0 Wed Jan 29 2020




 			 Switch to MSI installer
 


			 Close #129 Unattended Installation
 


			 Rename HTTPS templates to TLS and support KU/EKU extensions needed by OpenVPN
 


			 Close #93 Default output folder / Improve Portable App usability
 


			 Improve EC Curve selection for key generation.
 


			 Close #21 Support for ODBC (MSSQL)
 


			 Close #136 Provide 64bit version of xca
 


			 Close #156 secp256k1, secp256r1 and NIST-P256
 


			 Transfer Key Usage and Extended Key Usage critical flags
 


			 Improve item loading. Inspired by #153
 


			 Add japanese translation
 


			 Close #138: Portable Version does not remember paths
 


			 Close #83: Token selection should not insist on name or serial of the token
 


			 Close #95: Copy mysql and psql windows dll files into portable app
 


			 Close #144: Database export has issues with wildcards in internal names
 


			 Close #143: Hotkey for import
 


			 Close #140: Certificate renewal with option to preserved serial number
 


			 Fix possible XCA crash
 


			 Add Dutch translation
 


			 Add Chinese translation
 


			 Add Italian language
 


			 CLose #120: Mark signed a request doesn't work
 


			 Close #119: Rename "PostgreSQL 6 and 7" to just "PostgreSQL"
 


			 Close #116: Duplicate extensions erroneously shown
 


			 Close #114: SAN - IPv6 address input not working
 


			 Close #68 Generating large DH params freezes UI
 


			 Support concurrent database access.
 


			 Close #91: Change order of "PKCS#11 provider"
 


			 Extend PEM files by human readable information about the item
 


			 Support ecdsa SSH public keys
 


			 Close #98 Add comment at import/export RSA keys from/to SSH public key
 


			 Close #101: Finish Rename with Enter shows Property Dialog
 


			 Close #104: Also show sha256 digests of public keys
 


			 Close #82: Renew CA ROOT Cert
 


			 Verify imported keys thoroughly








xca 2.1.2 Wed Nov 07 2018




 			 Close #40 macOS: Crash after xca v2.0.1 quit
 


			 Close #37: XCA 2: EVP_DecryptFinal_ex:bad decrypt
 


			 Close #74: Exiting XCA 2.1.1 corrupts database
 


			 Make PKCS11 libs, working dir and main-window size host-dependent
 


			 Support for XCA as portable App
 


			 Close #69 Library not loaded: @rpath/ contains local directory
 


			 Close #60: Fix MacOSX 2.1.1 binary
 


			 Add new maintained languages: Polish, Spanish, Portuguese








xca 2.1.1 Thu Sep 13 2018




 			 Allow manual override of the CSR signed flag
 


			 Close #56: Duplicate Serials after Upgrade 2.1.0
 


			 Close #57: SAN IP not working in 2.1.0
 


			 Close #55: Calculate "CSR signed" information from legacy database
 


			 Close #55: Add Certificate counter column for CSR
 


			 Fix slovak translation
 


			 Close #50: Hang while importing 1.4.1 database into 2.1.0








xca 2.1.0 Tue Jul 24 2018




 			 Close #48: The SKI tickbox isn't generating an SKI extension for CSRs
 


			 Fix translation of dates
 


			 Add private key icon to the key name
 


			 Inspired by #42: display dates relative (seconds ago, yesterday, ...)
   while column ordering is still strict by age.
   The ToolTip shows date and time.
 


			 Related to #39: Dynamically adjust explicit DN entries
 


			 Close #39: Subject entries shuffled
 


			 Close #36: Support adding CN to X509v3 SAN automatically
 


			 Close #35: Configurable size of serial number.
 


			 Close #34: Improve Mac OSX installation
 


			 Close #27: Configurable certificate expiry warning threshold
 


			 Generate calender (.ics) files for certificate and CRL expiries








xca 2.0.1 Tue May 08 2018




 			 Close #32: Version field contains "Created by Qt/QMake" on MacOSX
 


			 Review and update russian ltranslation
 


			 Close #31: Closing certificate details window toggles tree folding
 


			 Close #25: Certificates are no longer coloured
 


			 Close #24: Add LibreSSL support. Tested with LibreSSL 2.7.2
 


			 Close #23: Improve limiting to pattern in certificate tree view
 


			 Close #20: Unable to chose remote database type (dropdown empty)
 


			 Close #19: Replace 3DES encryption by AES-256 during key export








xca 2.0.0 Tue Apr 10 2018




 			 Open database before starting a transaction
 


			 Fix default hash during startup
 


			 Fix Importing PKCS#12 and PKCS#7 files
 


			 Improve automatic setting of the certificate internal name
 


			 Don't use remote DB descriptor as local database filename proposal
 


			 Usability: Preset remote database input values with previous ones
 


			 Add another missing windows postgres library

 


			xca 2.0.0-pre04 Thu Mar 22 2018

 


			 Accept drivers that don't support transactions
 


			 Install MySQL and PostgreSQL drivers on windows
 


			 Closes #10: Warn if certificate without any extension is created
 


			 Add table prefix to be prepended to each table for remote SQL DB
 


			 Update translations

 


			xca 2.0.0-pre03 Thu Mar 15 2018

 


			 Fix installation of sql plugins in the Windows installer
 


			 Fix opening, importing and dropping databases

 


			xca 2.0.0-pre02 Tue Mar 13 2018

 


			 Fix crash during PKCS#12 export
 


			 Update HTTPS_server template and add example SAN
 


			 Acceppt empty password for private key decryption
 


			 Fix legacy database-without-password import

 


			xca 2.0.0-pre01 Sun Mar 11 2018

 


			 Close GitHub Bug #5: Exporting a private key results
   in too-permissive permissions
 


			 Close GitHub Bug #4: Workaround QT bug of editing in QDateTimeEdit
 


			 Fix display of dates in the Certificate details (local time displayed a GMT)
 


			 The internal name is not neccessarily unique anymore and can be edited
   in the details dialog as well as the comment.
 


			 CSR signing is now statically stored in the database and the comment
   of the issued certificate.
 


			 Private keys in the database are PKCS#8 encrypted and can be exported
   and decrypted without XCA.
 


			 No more incrementing serials. Only unique random serial numbers.
 


			 "xca_db_stat" application removed. Use the SQLite3 browser "sqlitebrowser".
 


			 "xca extract" functionality removed. SQL views may be used instead.
 


			 Each item may be commented. XCA itself comments important events in the item.
 


			 Each item knows its time and origin of appearance.
 


			 Change database format to SQL(ite) and support MySQL and PostgreSQL.








xca 1.4.1 Sat Mar 3 2018




 			 Replace links to XCA on Sourceforge in the software and
   documentation by links to my Site.

 


			xca 1.4.1-pre02 Thu Mar 1 2018

 


			 SF Bug #122 isValid() tried to convert the serial to 64 bit
 


			 Beautify mandatory distinguished name entry errors
 


			 Support dragging certificates and other items as PEM text
 


			 Show User settings and installation path in the about dialog

 


			xca 1.4.1-pre01 Sun Feb 18 2018

 


			 Remove SPKAC support. Netscape is not of this world anymore.
 


			 SF bug #124 Wrong assumptions about slots returned by PKCS11 library
 


			 Cleanup and improve the OID text files, remove senseless aia.txt
 


			 Update HTML documentation
 


			 Refine and document Entropy gathering
 


			 Indicate development and release version by git commit hash
 


			 Fix dumping private keys during "Dump database"
 


			 Fix Null pointer exception when importing PKCS#12 with OpenSSL 1.1.0
 


			 SF Bug #110 Exported private key from 4096 bit SSH key is wrong
 


			 SF Bug #109 Revoked.png isn't a valid image
 


			 SF Bug #121 CA serial number is ignored in hierarchical view
 


			 Improve speed of Bulk import.
 


			 Fix starting xca with a database as first arg








xca 1.4.0 Thu Jan 4 2018




 			 Update OpenSSL version for MacOSX and W32 to 1.1.0g
 


			 Change default hash to SHA-256 and
   add a warning if the default hash algorithm is SHA1 or less
 


			 Switch to Qt5 for Windows build and installation
 


			 Do not apply the default template when creating a similar cert
 


			 Close SF #120 Crash when importing CA certificate
 


			 Close SF #116 db_x509.cpp:521: Mismatching allocation and deallocation
 


			 Add support for OpenSSL 1.1 (by Patrick Monnerat)
 


			 Support generating an OpenSSL "index.txt" (by Adam Dawidowski)
 


			 Thales nCipher key generation changes for EC and DSA keys
 


			 Add Slovak translation








xca 1.3.2 Sat Oct 10 2015




 			 Gentoo Bug #562288 linking fails
 


			 Add OID resolver, move some Menu items to "Extra"
 


			 SF. Bug. #81 Make xca qt5 compatible
 


			 SF. Bug. #107 error:0D0680A8:asn1 encoding
 


			 Don't validate notBefore and notAfter if they are disabled.








xca 1.3.1 Fri Aug 21 2015




 			 Fix endless loop while searching for a signer of a CRL








xca 1.3.0 Thu Aug 11 2015




 			 Update to OpenSSL 1.0.2d for Windows and MAC
 


			 SF Bug #105 1.2.0 OS X Retina Display Support
 


			 Digitaly sign Windows and MAC binaries with a valid certificate
 


			 Refactor the context menu. Exporting many selected items
   to the clipboard or a PEM file now works. Certificate renewal and revocation
   may now be performed on a batch of certificates.
 


			 Feat. Reg. #83 Option to revoke old certificate when renewing
 


			 Refactor revocation handling. All revocation information is
   stored with the CA and may be modified.
   Revoked certificates may now be deleted from the database
 


			 Support nameConstraints, policyMappings, InhibitAnyPolicy, PolicyConstraint
   and (OSCP)noCheck when transforming certificates to templates or OpenSSL configs
 


			 Fix SF Bug #104 Export to template introduces spaces
 


			 Add option for disabling legacy Netscape extensions
 


			 Support exporting SSH2 public key to the clipboard
 


			 SF Bug #102 Weak entropy source used for key generation:
   Use /dev/random, mouse/kbd entropy, token RNG
 


			 SF Feat. Req. #80 Create new certificate,
   based on existing certificate, same for requests
 


			 Add Cert/Req Column for Signature Algorithm
 


			 SF Feat. Req. #81 Show key size in New Certificate dialog
 


			 Distinguish export from transform:
   - Export writes to an external file,
   - Transform generates another XCA item








xca 1.2.0 Sat Mar 21 2015




 			 Update to OpenSSL 1.0.2a for Windows and MAC
   drop brainpool extra builds
 


			 Use CTRL +/- to change the font size in the view
 


			 Add Row numbering for easy item counting
 


			 Support SSH2 public key format for import and export
 


			 Add support for SHA-224
 


			 add "xca extract" to export items from the database on the commandline








xca 1.1.0 Sat Nov 22 2014




 			 SF Bug #79 Template export from WinXP
   cannot be imported in Linux and Mac OS X
 


			 Support for Brainpool windows and MacOSX binaries
 


			 SF Feat. Req. #70 ability to search certificates
 


			 SF Feat. Req. #75 show SHA-256 digest
 


			 RedHat Bug #1164340 - segfault when viewing a
   RHEL entitlement certificate
 


			 Database hardening
   - Delete invalid items (on demand)
   - Be more tolerant against database errors
   - Gracefully handle and repair corrupt databases
   - Add "xca_db_stat(.exe)" binary to all installations
 


			 Translation updates
 


			 Optionally allow hash algos not supported by the token
 


			 Select whether to translate established x509 terms
 


			 Finish Token EC and DSA support - generate, import, export, sign
 


			 SF Feat. Req. #57 More options for Distinguished Name
 


			 Switch to autoconf for the configure script
 


			 SF Feature Req. #76 Export private keys to clipboard
 


			 EC Keys: show Curve name in table
 


			 Support EC key generation on PKCS#11 token
 


			 PKCS#11: Make EC and RSA signatures work
 


			 PKCS#11: Fix reading EC keys from card
 


			 SF Bug #82 Certificate Creation out of Spec
 


			 SF Bug #95 XCA 1.0 only runs in French on a UK English Mac








xca 1.0.0 Wed Oct 22 2014




 			  SF Bug #89 Validating CRL distribution point results in error
 


			  SF Feature Req. #69 Create "Recent databases..." file menu item
 


			  SF Bug #75 authorityInfoAccess set error
 


			  SF Bug #88 Minor spelling error
 


			  SF Bug #87 Unable to set default key length
    The Key generation dialog now allows to remember the current settings
 


			  Do not interpret HTML tags in message boxes
 


			  Overwite extensions from the PKCS#10 request by local extensions
    This avoids duplication errors and allows to overwrite some
    extensions from the request
 


			  SF Bug #78 replace path separators in export filenames
 


			  SF Feature Req. #71 Add KDC Authentication OIDs to default files
 


			  SF Bug #82 Certificate Creation out of Spec
 


			  Add Croatian translation
 


			  SF Bug #83 Inappropriate gcc argument order in configure script








xca 0.9.3 Sat May 12 2012




  			 Fix double free in a1time resulting in random crashes








xca 0.9.2 Sun May 6 2012




  			 Support for Local timezone dates.
    Differentiate between invalid and undefined dates.
  


			 Fix Bug #3461403 Error when create certificate with CRL distribution point
    User error -> Improve user-friendlyness
  


			 Fix Bug #3485139 Exception when creating certificates in passwordless db
  


			 Avoid very long names resulting in duplicate names in the database.
  


			 Add warning colors for expired dates.








xca 0.9.1 Fri Oct 21 2011




  			 Close bug [ 3372449 ] All numeric names cannot be used
  


			 add search functionality for PKCS#11 libraries
  


			 fix ASN.1 encoding of PKCS#10 request
  


			 Close bug [ 3318203 ] Build failure with GNU gold linker
  


			 Add x509v3 extensions to the list of selectable columns
  


			 Close bug [ 3314262 ] Incorrect "Path length" template parameter handling
  


			 Close bug [ 3314263 ] Unrevoking a certificate does not make it "Trusted"
  


			 Feature Request [3286442] Make success/import messges optional
  


			 improve Password entry
  


			 Improve SPKAC import
  


			 add french translation by Patrick Monnerat
  


			 Export requests or certificates as openssl config file
  


			 Support building with EC disabled
  


			 Close bug [3091576] Private key export is always PKCS#8 encoded
  


			 Feature Request [3058196] Autoload database
  


			 Feature Request [3058195] Export directly to the clipboard
  


			 Close bug [3062711] Additional OIDs
  


			 Close bug [3062708] Invalid user configuration file path name
  


			 Fix PKCS#11 library handling








xca 0.9.0 Sun Aug 29 2010




  			 support loading more than one PKCS#11 library
  


			 remove the need for engine_pkcs11
    now more than one PKCS#11 library can be loaded and used in parallel
  


			 Add de/selection of columns and add a lot of new possible columns
    All Subject entries, the subject hash and whole name,
    Certificate fingerprints, dates, CA info, CRL number,
    corresponding key of certs and requests
  


			 Improve CRL generation [3035294] CRLNumber, CRLReason
  


			 improve creating templates from cert
    - enhance parsing of CRL-DP, SAN, IAN and AuthInfoAcc
    - add support for CertificatePolicies
    - unknown extension are written as generic DER
  


			 improve date handling. "notBefore" is not reset to now anymore
    when applying a time range
  


			 Support dropping files onto the application
  


			 russian translation by Pavel Belly
  


			 support loading DER formatted PKCS#8 keys
  


			 ease commandline use
  


			 add DH param generation menu entry
  


			 improve token handling and PIN changing dialogs
  


			 improve key-value table input for "additional DN entries"
  


			 PIN and PUK changing implemented
  


			 apply partial template-contents
    - applying the subject only or the extensions only is possible now
  


			 add informational messageboxes
    - whenever an item was successfully created or imported
  


			 add support for random serial numbers
  


			 improve messages, usability and german translation
  


			 improve token support
    - token initializing
    - creating keys on a token
    - store existing keys on a token
    - delete keys and certs from a token








xca 0.8.1 Tue Jan 5 2010




  			 fix string conversion from QString to ASN1








xca 0.8.0 Thu Dec 10 2009




  			 improve documentation
  


			 improve file-dialog handling
  


			 Generate Template from certificate or PKCS#10 request
    -> Feature request [2213094] and [1108304]
  


			 add hash algos "ripemd160" and "SHA384"
  


			 add the "no well-defined date" from RFC 5280 as checkbox
  


			 Feature request [1996192]
    Include "OCSPSigning" in misc/eku.txt
  


			 Support for EC keys
  


			 Update Step-by-step documentation
    Thanks Devin Reade
  


			 Support for Smart Cards
  


			 set proper file-extension .xdb on opening databases








xca 0.7.0 Fri Sep 11 2009




  			 support modifying the CSR subject during signing
  


			 update key images
  


			 fix date settings in Certificate renewal dialog
  


			 fix certificate request verification
  


			 check for duplicate x509 v3 extensions
    Bug  [ 1881482 ] and [ 1998815 ]
  


			 make sha1 the default hash to avoid problems with other software
    Bug [ 1751397 ]
  


			 add validation button to see all extensions before creating the cert
  


			 change the hashing for the default password.
    this makes it incompatible to older versions
  


			 Major changes for MAC OS X
  


			 extend template format for nconf settings
  


			 add nconf input field for arbitrary OpenSSL extensions
    and a "validate" button to check the settings before applying
  


			 fix xca.desktop Bug [ 1837956 ]
  


			 fix item-export error handling
  


			 add PEM paste import feature
  


			 extend PEM import to import all items from a PEM file








xca 0.6.4 Mon Aug 13 2007




  			 Bug "tree view loose track" fixed
  


			 check for certificate errors and display them instead of crashing
  


			 move used-keys-button form options to NewX509 dialog
  


			 Set string options in options dialog
  


			 remove extension and attribute tab in details dialog if
    no extensions or attributes available
  


			 documentation updated
  


			 X509 request attributes (like challange password) can be set
    and viewed.








xca 0.6.3 Thu May 17 2007




  			 show CRL signature algorithm information
  


			 Add options dialog to set the default hash algo,
    mandatory distinguished name entries and allow duplicate key use
    as requested by some users
  


			 make cert, crl and key details copy&paste able
  


			 fix background color of clicklabels
    Bug [ 1704699 ]
  


			 remove missleading tooltips 
    Bug [ 1704700 ]
  


			 fix segfault
  


			 switch string handling to UTF8








xca 0.6.2 Mon Apr 9 2007




  			 break endless loop in chain building
    Bug [ 1696878 ]








xca 0.6.1 Thu Apr 5 2007




  			 minor documentation updates
  


			 Fix openssl-cross patch 
  


			 recognize certificates with circular references
    [ xca-Bugs-1693027 ]
  


			 be compatibile to QT-4.1 (thanks Tamas TEVESZ)
  


			 remove all usages of QT3 backward lib 
    [ xca-Feature Requests-1692800 ]








xca 0.6.0 Fri Mar 16 2007




  			 set initial sorting to ascending order
  


			 add RFC2253 representation of subject and issuer
    to copy & paste
  


			 fix dialog sizes for long DNs
  


			 move hash algo into signer box [ 1656260 ]
  


			 make QA serial a compile time option
  


			 fix date generation and warn if generalized time is used
  


			 autodetect and load any type of PEM files
  


			 fix version number in exported *.xca template
  


			 fix import of older XCA templates
  


			 add support for predefined templates as there was in 0.5.1
  


			 fix cmdline import of crypto items
  


			 add undelete feature for deleted items
  


			 fix database shrinking of curent db during opening of new db








xca 0.6.0-beta02 Fri Feb 2 2007




  			 correct and fixate the order of x509name entries
  


			 Add CRL properties dialog to select the dates and the
    signing algo
  


			 Add SHA256 and SHA512
  


			 Certificate export for apache and OpenSSH+X509
  


			 Default templates for client, server, CA removed
  


			 template duplication added
  


			 sort serial numbers numerically and not lexicographically
    Bug [1166075]
  


			 add build support for cygwin and mingw-cross
  


			 delete rpm/ and debian/ subdirs
  


			 Port to QT4 and openssl 0.9.8
    remove the need of Berkeley DB
    importing of old database dump possible
  


			 finish support for Mac OS X
  


			 add X509 V3 extensions to PKCS#10 requests
  


			 add "validation" function for editable extensions below
  


			 add "edit" buttons for subject/issuer alt. name,
    crl dist. point and cert. auth. info access
  


			 add DB-dump function into subdirs
  


			 Support for DSA keys
  


			 Fix error in template changing
  


			 change storage-format of keys: store the public unencrypted
    and the private additionally encrypted.
  


			 Allow different passwords for keys








xca 0.5.1 Tue Jul 13 2004




  			 support for different languages on WIN platform (Thanks Ilya)
  


			 better installation and deinstallation on WIN platform
  


			 documentation updated








xca 0.5.0 Sun Jun 13 2004




  			 orthographical changes
  


			 more translations
  


			 segfault in CRL import removed
  


			 manpage and documentation updated
  


			 store "midnight" in template








xca 0.4.7-RC2 Fri Apr 16 2004




  			 open db if explicit mentioned, otherwise do not.
  


			 Errormessage on a wrong pkcs12 password more comprehensive
  


			 postinst and  postrm do update-menu
  


			 search more intensive for the CRL signer
  


			 add /etc/xca/nid.txt to OID search path
  


			 debian build enhanced, lintian satisfied, manpage added.
  


			 AuthorityInfoAccess enhanced "aia.txt" as oid list added
  


			 allow empty passwords on PKCS#12 import








xca 0.4.7-RC1 Thu Feb 5 2004




  			 debian menu-entry added
  


			 Open and closing of different databases
  


			 Menu added
  


			 German translation
  


			 CRLs will revoke existing certs
  


			 memory leaks removed
  


			 support for other compiled in basedir on unix
  


			 Authority info access added
     Certificate policies still pending :-(
  


			 additional (private) oids can be registered in oids.txt
  


			 OIDs for extended key usage and Distinguished name are
    now read from eku.txt and dn.txt respectively.
  


			 About dialog and help window added.
  


			 Requestdetail is now tabdialog








xca 0.4.6 Tue Nov 25 2003




  			 Country is State or Province
  


			 xca.dsp: WIN32 changes from Ilya
  


			 New configure added, Makefile.in's purged and one configuration:
    "Local.mak" for flags and compilers.
    supports parallel builds (make -j)
  


			 SmartCard Logon OID added
  


			 Fixed bugs:
  


			 [ 846052 ] Tab order in Certificate Netscape extensions is wrong
  


			 [ 845800 ] CRL Generation problem for Netscape
  


			 [ 836967 ] Unable to specify alternate database
  


			 [ 843725 ] xca dies when opened with a pem key as argument
  


			 [ 789374 ] Bad encoding in misc/xca.desktop
  


			 by Wolfgang Glas <wolfgang.glas@ev-i.at>:
    - Support for UTF8 in x509name
    - Netscape SPKAC support added








xca 0.4.5 Wed Aug 13 2003




  			 more german translations
  


			 [ 737036 ] make error texts copiable from pop-up-windows to clipboard
    by adding a button doing this
  


			 [ 767603 ] Key sizes
    Implemented by making the Key-size ComboBox
    editable to enter arbitrary key sizes.
  


			 [ 765774 ] change password for database








xca 0.4.4 Wed Aug 6 2003




  			 [ 783853 ] renewal uses 'notBefore' as 'notAfter' date
  


			 [ 783830 ] GeneralizedTime-format breaks browsers








xca 0.4.3 Tue Aug 5 2003




  			 remove Certificate creation bug (AuthKeyId)
  


			 always take the right cert for signing
  


			 critical flag in key usage and extended key usage works now
  


			 Import of Multiple items is done and works
    [ 739726 ] extend description of -p option
    [ 775529 ] Import of PKCS#7 item not shown
  


			 made the details dialogs internal name read only
  


			 some segmentation faults removed
  


			 VPN OIDs added to Ext. Keyusage








xca 0.4.2 Sun Jul 20 2003




  			 Memory leak removed
  


			 Template import and export added
  


			 fix bug [ 773056 ] Duplicate 'All files (*.*)'
    selection on import menus
  


			 import of PKCS#12 keys repaired
  


			 crl icon added to W32 installation
  


			 /usr/local/include removed from CPP flags
  


			 Buttons "Export Cert" and "Change Template"
    reconnected.
  


			 Authority Key identifier repaired








xca 0.4.1 Tue Jul 15 2003




  			 some compiling issues removed
  


			 Import via commandline repaired,
  


			 signing of requests without key fixed
  


			 Changes for WIN32 version from Ilya added
  


			 solved bug:
    [ 770120 ] Attempting to export private key results in no file exported
  


			 implemented feature request:
    [ 755599 ] add PFX import button to Keytab








xca 0.4.0 Tue Jul 8 2003




  			 Solved bugs:
  


			 [ 752111 ] Cannot handle dates past 32-bit boundary (2038)
  


			 [ 744227 ] Bug in handling of 3rd. party CRLs
  


			 The following Feature requests were implemented:
  


			 [ 743152 ] Attributes in subject name
  


			 [ 755853 ] select the hash algorithm for signing.
  


			 The code was completely rewritten to remove
    many unpretty codefragements and get a more stable codebase
  


			 The names of certs and keys in the detailsview of Certs, CRLs
    and Requests are clickable.
  


			 xca desktopfile added and will be installed in applications,
    key.xpm will be installed as xca.xpm in pixmaps
    ([ 763954 ] xca.desktop file) Thanks to Enrico Scholz








xca 0.3.2 Thu May 15 2003




  			 Optimizations, icon for WIN32 platform
  


			 MS Registry and %USERPROFILE% support
  


			 Support for PKCS#7 certs (im/export)
  


			 small UI changes








xca 0.3.1 Thu Apr 24 2003




  			 Tool Tips added
  


			 CRL handling (import, export, details) added








xca 0.3.0 Fri Apr 25 2003




  			 several bugfixes and memoryleaks removed
  


			 export to TinyCA and "openssl ca" added
  


			 switch between tree/plain view in certificate list
  


			 notAfter dates in certificate view can be sorted reasonably
  


			 libdb-4.1.24 and higher is supported
  


			 The certificate details dialog was redesigned to be a smaller tab-dialog
  


			 Mainwindow dialog shrinked
  


			 Item viewing and import via the commandline is possible
  


			 documentation littlebit updated
  


			 changes in configure
  


			 The wizard invokes the key generation process only if really needed








xca 0.2.12 Mon Jan 6 2003




  			 PKCS#7 encryption and signing of files added
  


			 First attempt of documentation added
  


			 Several export targets added
  


			 Certificate renewal repaired








xca 0.2.11 Wed Dec 4 2002




  			 Certificate export enhanced, increase signer-serial on certimport.
  


			 interpretation of serial as hex and not as dezimal.
  


			 configure continues even if qt lib is absent.
  


			 $HOME/xca is created if it does not exist.








xca 0.2.10 Tue Oct 29 2002




  			 shows not After time and serial in listview
  


			 some segfaults removed
  


			 Certificate renewal implemented
  


			 extension-bug removed
  


			 request-kontextmenu contains signing
  


			 create request from certificate
  


			 FreeBSD paths and libs  recognized by configure








xca 0.2.9 Mon Oct 21 2002




  			 several segfaults eliminated
  


			 key-use counter corrected
  


			 initial truststate fixed
  


			 remembers Im/Export directories
  


			 import of mutiple certs/keys/requests/pkcs12
  


			 database transactions activated
  


			 exception-handling completed








xca 0.2.8 Sun Oct 13 2002




  			 consistency checks for Iss-alt-name and Sub-alt-name
  


			 Check for certificate dates to not exceed those of the signer
  


			 defines for libdb >4.1.x
  


			 default templates added
  


			 package-builder do build without printf-debugging
  


			 key-use counter works now well








xca 0.2.7 Tue Oct 8 2002




  			 segfaults removed
  


			 minor wizard changes








xca 0.2.6 Mon Sep 30 2002




  			 show common name in request list and certificate list
  


			 CRL generation added
  


			 Key-export fixed
  


			 signing-template, CRL date and CRL time interval adjustable
  


			 Fix for windows filenames








xca 0.2.5 Tue Sep 24 2002




  			  Certificate and Template Wizard completed
  


			  CA-serial can be changed and is stored with the cert
  


			  Passwordboxes set focus right (Andrey Brindeew <abr@abr.pp.ru>)
  


			  configure enhanced with  error and success messages
  


			  x509 v3 extensions completed inc. Netscape extensions
  


			  Templates implemented
  


			  Files for MS Visual C++ added (yes, it compiles on MS Windows)
  


			  Windows Installer added (Nullsoft)








xca 0.2.4 Tue Sep 10 2002




  			 PKCS#12 import added
  


			 bugfixes fileview, requestgeneration








xca 0.2.3 Wed Sep 4 2002




  			 icons changed
  


			 context menu on right mousebutton
  


			 trust state settings added
  


			 dialogboxes are resizeable
  


			 extended keyusage added to v3 extensions when creating new cert
  


			 all dialogs translated to english
  


			 no more images in *.ui files








xca 0.2.2 Thu Jul 18 2002




  			 basic constraints, key usage and subject/authority key identifier
  


			 signing wizard...
  


			 Signatures can be done with requests and from scratch
  


			 Certificate for signing can be self or foreign,
  


			 password is saved as md5sum








xca 0.1.12 Thu Jul 11 2002




  			 icons added
  


			 treeview for Certificates
  


			 private keys are triple DES encrypted in db
  


			 program asks for initial password on startup
  


			 some segfaulting bugs removed








xca 0.1.11 Wed Jul 3 2002




  			 RSA Keys are generated and stored to or loaded from a file
    in either DER or PEM format.
  


			 They get stored in a local Berkeley DB.
  


			 Changing their description and viewing their contents, as well
    as deleting them from local DB is possible.











xca-portable-2.3.0/html/database_schema.html


/* The "32bit hash" in public_keys, x509super, requests, certs and crls
 * is used to quickly find items in the DB by reference.
 * It consists of the first 4 bytes of a SHA1 hash.
 * Collisions are of course possible.
 *
 * All binaries are stored Base64 encoded in a column of type
 * " B64_BLOB " It is defined here as "VARCHAR(8000)"
 */

#define B64_BLOB "VARCHAR(8000)"

/*
 * The B64(DER(something)) function means DER encode something
 * and then Base64 encode that.
 * So finally this is PEM without newlines, header and footer
 *
 * Dates are alway stored as 'CHAR(15)' in the
 * ASN.1 Generalized time 'yyyyMMddHHmmssZ' format
 */

#define DB_DATE "CHAR(15)"

/*
 * Configuration settings from
 *  the Options dialog, window size, last export directory,
 *  default key type and size,
 *  table column (position, sort order, visibility)
 */
	schemas[0]

<< "CREATE TABLE settings ("
	"key_ CHAR(20) UNIQUE, " /* mySql does not like "key" or "option" */
	"value " B64_BLOB ")"
<< "INSERT INTO settings (key_, value) VALUES ('schema', '" SCHEMA_VERSION "')"

/*
 * All items (keys, tokens, requests, certs, crls, templates)
 * are stored here with the primary key and some common data
 * The other tables containing the details reference the "id"
 * as FOREIGN KEY.
 */
<< "CREATE TABLE items("
	"id INTEGER PRIMARY KEY, "
	"name VARCHAR(128), "	/* Internal name of the item */
	"type INTEGER, "	/* enum pki_type */
	"source INTEGER, "	/* enum pki_source */
	"date " DB_DATE ", "	/* Time of insertion (creation/import) */
	"comment VARCHAR(2048), "
	"stamp INTEGER NOT NULL DEFAULT 0, " /* indicate concurrent access */
	"del SMALLINT NOT NULL DEFAULT 0)"

/*
 * Storage of public keys. Private keys and tokens also store
 * their public part here.
 */
<< "CREATE TABLE public_keys ("
	"item INTEGER, "	/* reference to items(id) */
	"type CHAR(4), "	/* RSA DSA EC (as text) */
	"hash INTEGER, "	/* 32 bit hash */
	"len INTEGER, "		/* key size in bits */
	"\"public\" " B64_BLOB ", "	/* B64(DER(public key)) */
	"FOREIGN KEY (item) REFERENCES items (id))"

/*
 * The private part of RSA, DSA, EC keys.
 * references to "items" and "public_keys"
 */
<< "CREATE TABLE private_keys ("
	"item INTEGER, "	/* reference to items(id) */
	"ownPass INTEGER, "	/* Encrypted by DB pwd or own pwd */
	"private " B64_BLOB ", "	/* B64(Encrypt(DER(private key))) */
	"FOREIGN KEY (item) REFERENCES items (id))"

/*
 * Smart cards or other PKCS#11 tokens
 * references to "items" and "public_keys"
 */
<< "CREATE TABLE tokens ("
	"item INTEGER, "	/* reference to items(id) */
	"card_manufacturer VARCHAR(64), " /* Card location data */
	"card_serial VARCHAR(64), "	  /* as text */
	"card_model VARCHAR(64), "
	"card_label VARCHAR(64), "
	"slot_label VARCHAR(64), "
	"object_id VARCHAR(64), "	  /* Unique ID on the token */
	"FOREIGN KEY (item) REFERENCES items (id))"

/*
 * Encryption and hash mechanisms supported by a token
 */
<< "CREATE TABLE token_mechanism ("
	"item INTEGER, "	/* reference to items(id) */
	"mechanism INTEGER, "	/* PKCS#11: CK_MECHANISM_TYPE */
	"FOREIGN KEY (item) REFERENCES items (id))"

/*
 * An X509 Super class, consisting of a
 *  - Distinguishd name hash
 *  - Referenced key in the database
 *  - hash of the public key, used for lookups if there
 *    is no key to reference
 * used by Requests and certificates and the use-counter of keys:
 * "SELECT from x509super WHERE pkey=?"
 */
<< "CREATE TABLE x509super ("
	"item INTEGER, "	/* reference to items(id) */
	"subj_hash INTEGER, "	/* 32 bit hash of the Distinguished name */
	"pkey INTEGER, "	/* reference to the key items(id) */
	"key_hash INTEGER, "	/* 32 bit hash of the public key */
	"FOREIGN KEY (item) REFERENCES items (id), "
	"FOREIGN KEY (pkey) REFERENCES items (id)) "

/*
 * PKCS#10 Certificate request details
 * also takes information from the "x509super" table.
 */
<< "CREATE TABLE requests ("
	"item INTEGER, "	/* reference to items(id) */
	"hash INTEGER, "	/* 32 bit hash of the request */
	"signed INTEGER, "	/* Whether it was once signed. */
	"request " B64_BLOB ", "	/* B64(DER(PKCS#10 request)) */
	"FOREIGN KEY (item) REFERENCES items (id)) "

/*
 * X509 certificate details
 * also takes information from the "x509super" table.
 * The content of the columns: hash, iss_hash, serial, ca
 * can also be retrieved directly from the certificate, but are good
 * to lurk around for faster lookup
 */
<< "CREATE TABLE certs ("
	"item INTEGER, "	/* reference to items(id) */
	"hash INTEGER, "	/* 32 bit hash of the cert */
	"iss_hash INTEGER, "	/* 32 bit hash of the issuer DN */
	"serial VARCHAR(64), "	/* Serial number of the certificate */
	"issuer INTEGER, "	/* The items(id) of the issuer or NULL */
	"ca INTEGER, "		/* CA: yes / no from BasicConstraints */
	"cert " B64_BLOB ", "	/* B64(DER(certificate)) */
	"FOREIGN KEY (item) REFERENCES items (id), "
	"FOREIGN KEY (issuer) REFERENCES items (id)) "

/*
 * X509 cartificate Authority data
 */
<< "CREATE TABLE authority ("
	"item INTEGER, "	/* reference to items(id) */
	"template INTEGER, "	/* reference to items(id) of the default template*/
	"crlExpire " DB_DATE ", "	/* CRL expiry date */
	"crlNo INTEGER, "	/* Last CRL Number */
	"crlDays INTEGER, "	/* CRL days until renewal */
	"dnPolicy VARCHAR(1024), "	/* DistinguishedName policy (UNUSED) */
	"FOREIGN KEY (item) REFERENCES items (id), "
	"FOREIGN KEY (template) REFERENCES items (id)) "

/*
 * Storage of CRLs
 */
<< "CREATE TABLE crls ("
	"item INTEGER, "	/* reference to items(id) */
	"hash INTEGER, "	/* 32 bit hash of the CRL */
	"num INTEGER, "		/* Number of revoked certificates */
	"iss_hash INTEGER, "	/* 32 bit hash of the issuer DN */
	"issuer INTEGER, "	/* The items(id) of the issuer or NULL */
	"crl " B64_BLOB ", "	/* B64(DER(revocation list)) */
	"FOREIGN KEY (item) REFERENCES items (id), "
	"FOREIGN KEY (issuer) REFERENCES items (id)) "

/*
 * Revocations (serial, date, reason, issuer) used to create new
 * CRLs. "Manage revocations"
 */
<< "CREATE TABLE revocations ("
	"caId INTEGER, "        /* reference to certs(item) */
	"serial VARCHAR(64), "	/* Serial number of the revoked certificate */
	"date " DB_DATE ", "	/* Time of creating the revocation */
	"invaldate " DB_DATE ", "	/* Time of invalidation */
	"crlNo INTEGER, "	/* Crl Number of CRL of first appearance */
	"reasonBit INTEGER, "	/* Bit number of the revocation reason */
	"FOREIGN KEY (caId) REFERENCES items (id))"

/*
 * Templates
 */
<< "CREATE TABLE templates ("
	"item INTEGER, "        /* reference to items(id) */
	"version INTEGER, "	/* Version of the template format */
	"template " B64_BLOB ", "	/* The base64 encoded template */
	"FOREIGN KEY (item) REFERENCES items (id))"

/* Views */
<< "CREATE VIEW view_public_keys AS SELECT "
	"items.id, items.name, items.type AS item_type, items.date, "
	"items.source, items.comment, "
	"public_keys.type as key_type, public_keys.len, public_keys.\"public\", "
	"private_keys.ownPass, "
	"tokens.card_manufacturer, tokens.card_serial, tokens.card_model, "
	"tokens.card_label, tokens.slot_label, tokens.object_id "
	"FROM public_keys LEFT JOIN items ON public_keys.item = items.id "
	"LEFT JOIN private_keys ON private_keys.item = public_keys.item "
	"LEFT JOIN tokens ON public_keys.item = tokens.item"

<< "CREATE VIEW view_certs AS SELECT "
	"items.id, items.name, items.type, items.date AS item_date, "
	"items.source, items.comment, "
	"x509super.pkey, "
	"certs.serial AS certs_serial, certs.issuer, certs.ca, certs.cert, "
	"authority.template, authority.crlExpire, "
	"authority.crlNo AS auth_crlno, authority.crlDays, authority.dnPolicy, "
	"revocations.serial, revocations.date, revocations.invaldate, "
	"revocations.crlNo, revocations.reasonBit "
	"FROM certs LEFT JOIN items ON certs.item = items.id "
	"LEFT JOIN x509super ON x509super.item = certs.item "
	"LEFT JOIN authority ON authority.item = certs.item "
	"LEFT JOIN revocations ON revocations.caId = certs.issuer "
				"AND revocations.serial = certs.serial"

<< "CREATE VIEW view_requests AS SELECT "
	"items.id, items.name, items.type, items.date, "
	"items.source, items.comment, "
	"x509super.pkey, "
	"requests.request, requests.signed "
	"FROM requests LEFT JOIN items ON requests.item = items.id "
	"LEFT JOIN x509super ON x509super.item = requests.item"

<< "CREATE VIEW view_crls AS SELECT "
	"items.id, items.name, items.type, items.date, "
	"items.source, items.comment, "
	"crls.num, crls.issuer, crls.crl "
	"FROM crls LEFT JOIN items ON crls.item = items.id "

<< "CREATE VIEW view_templates AS SELECT "
	"items.id, items.name, items.type, items.date, "
	"items.source, items.comment, "
	"templates.version, templates.template "
	"FROM templates LEFT JOIN items ON templates.item = items.id"

<< "CREATE VIEW view_private AS SELECT "
	"name, private FROM private_keys JOIN items ON "
	"items.id = private_keys.item"


<< "CREATE INDEX i_settings_key_ ON settings (key_)"
<< "CREATE INDEX i_items_id ON items (id)"
<< "CREATE INDEX i_public_keys_item ON public_keys (item)"
<< "CREATE INDEX i_public_keys_hash ON public_keys (hash)"
<< "CREATE INDEX i_private_keys_item ON private_keys (item)"
<< "CREATE INDEX i_tokens_item ON tokens (item)"
<< "CREATE INDEX i_token_mechanism_item ON token_mechanism (item)"
<< "CREATE INDEX i_x509super_item ON x509super (item)"
<< "CREATE INDEX i_x509super_subj_hash ON x509super (subj_hash)"
<< "CREATE INDEX i_x509super_key_hash ON x509super (key_hash)"
<< "CREATE INDEX i_x509super_pkey ON x509super (pkey)"
<< "CREATE INDEX i_requests_item ON requests (item)"
<< "CREATE INDEX i_requests_hash ON requests (hash)"
<< "CREATE INDEX i_certs_item ON certs (item)"
<< "CREATE INDEX i_certs_hash ON certs (hash)"
<< "CREATE INDEX i_certs_iss_hash ON certs (iss_hash)"
<< "CREATE INDEX i_certs_serial ON certs (serial)"
<< "CREATE INDEX i_certs_issuer ON certs (issuer)"
<< "CREATE INDEX i_certs_ca ON certs (ca)"
<< "CREATE INDEX i_authority_item ON authority (item)"
<< "CREATE INDEX i_crls_item ON crls (item)"
<< "CREATE INDEX i_crls_hash ON crls (hash)"
<< "CREATE INDEX i_crls_iss_hash ON crls (iss_hash)"
<< "CREATE INDEX i_crls_issuer ON crls (issuer)"
<< "CREATE INDEX i_revocations_caId_serial ON revocations (caId, serial)"
<< "CREATE INDEX i_templates_item ON templates (item)"
<< "CREATE INDEX i_items_stamp ON items (stamp)"

	;

/* Schema Version 2: Views added to quickly load the data */

/* Schema Version 3: Add indexes over hashes and primary, foreign keys */

/* Schema Version 4: Add private key view to extract a private key with:
	mysql:      mysql -sNp -u xca xca_msq -e
	or sqlite:  sqlite3 ~/sqlxdb.xdb
	or psql:    psql -t -h 192.168.140.7 -U xca -d xca_pg -c
		"SELECT private FROM view_private WHERE name='pk8key';" |\
		base64 -d | openssl pkcs8 -inform DER
 * First mysql/psql will ask for a password and then OpenSSL will ask for
 * the database password.
 */

/* Schema Version 5: Extend settings value size from 1024 to B64_BLOB
 * SQLite does not support "ALTER TABLE settings MODIFY ..."
 */
	schemas[5]
<< "ALTER TABLE settings RENAME TO __settings"
<< "CREATE TABLE settings ("
	"key_ CHAR(20) UNIQUE, " /* mySql does not like "key" or "option" */
	"value " B64_BLOB ")"
<< "INSERT INTO settings(key_, value) "
	"SELECT key_, value "
	"FROM __settings"
<< "DROP TABLE __settings"
<< "UPDATE settings SET value='6' WHERE key_='schema'"
	;

	schemas[6]
<< "ALTER TABLE items ADD del SMALLINT NOT NULL DEFAULT 0"
<< "CREATE INDEX i_items_del ON items (del)"
<< "UPDATE settings SET value='7' WHERE key_='schema'"
	;

/* When adding new tables or views, also add them to the list
 * in XSqlQuery::rewriteQuery(QString) in lib/sql.cpp
 */







syntax highlighted by Code2HTML, v. 0.9.1
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[bookmark: wizard] [bookmark: s5]5. The Certificate Input Dialog





This input dialog is the central part for collecting all data regarding certificates,
requests and templates. It will be invoked whenever such an item is going
to be created or, in case of a template, is altered.




[bookmark: ss5.1]5.1 Source






This page is not shown when creating or changing templates.




Signing Request





If it is desired to either enroll a certificate from a PKCS#10 request
by a local CA, or to create a certificate from a request by self-signing it,
the request can be selected here. In the later case the private key of
the request must be available.




Signing





Either self-signing or the CA certificate for signing may be selected here.
Additionally, the desired signing algorithm can be adjusted.
The drop-down list contains all 
CA certificates
with an available private key.




Signature Algorithm





Usually SHA256 or higher should be used, but
since older windows versions including XP can not handle them,
you may opt to use SHA1. The default signing algorithm may be
selected by the Options menu.




Templates





The fields of the certificate can be preset by the values of a template
by selecting it and clicking Apply all.
Templates can be mixed by applying the subject of one template and then
applying the extensions of an other by using the
buttons Apply subject and Apply extensions




[bookmark: ss5.2]5.2 Personal Settings







Subject





On this Page all personal data like country, name and email address
can be filled in.
The Country code field must either be empty or exactly contain
two letters representing your country code; e.g. DE for Germany.
If you want to create an SSL-server certificate the Common name
must contain the DNS name of the server. Alternatively the subject-alternative-name
extension may be used to define additional DNS names, even wildcards. In this case
the CommonName must be repeated here, because TLS clients disregard the CommonName
in case the subject-alternative-name extension exists.
If the internal name is empty, the common name will be used
as internal name.
It will also be used as default internal name, if a new key is created here.





Other rarely used name-entries can be selected in the dialog below.
By using this table instead of the explicit entries above,
the order of the entries can be adjusted.
A new line can be added via the Add button.
The current line can be deleted via the Delete button.
Existing lines can be exchanged and reordered by moving the row-header (containing the row-number) around.
All items can be added more than once, even those from above. This is not very usual but allowed.





The list of the 7 explicit distinguished name entries may be adjusted in the options dialog
at 
Explicit subject entries






Private Key





Keys can be generated here "on the fly" by pressing the button.
The name of the new key will be preset by the common name of the certificate.
The newly generated key will be stored in the database and stay there,
even if the input dialog is canceled. The drop-down list of the keys
only contains keys that were not used by any other certificate or
request. The key-list is not available for creating or changing templates.
By checking Used keys too the list contains all available
keys. Use this with care. You're likely doing something wrong when using this
option.





This tab does not appear when signing a request, because the request
contains all needed data from this tab.
Select "Modify subject of the request", if you want to modify it anyway.
The content of the subject Tab will then be preset with the content of the
request.




[bookmark: ss5.3]5.3 X509v3 Extensions






The next three tabs contain all fields for adjusting the certificate extensions.
It is not in the focus of this document to explain them all in detail.
The most important are the Basic Constraints and the Validity range.





For more information consult the documents in 
otherdoc
.
If you don't know what this is all about please read those documents before
creating any certificates.




Basic Constraints





If the type is set to Certification Authority,
the certificate is recognized by XCA and other
instances as issuer for other certificates.
Server-certificates or E-Mail certificates should set this extension to
End entity (strongly recommended)
or disable it completely by setting it to Not defined




Validity Range





The Not before field is set to the current date and time of the
operating system and the Not after field is set to the current
date and time plus the specified time range.
When applying time ranges, the expiry date (not after) is calculated by taking
the currently configured start date (not before) and adding the time range.






For templates the specified times are not saved, because it does not make much sense.
Rather the time range is stored and automatically applied when selecting this
template. Applying the time range means to set notBefore to "now" and notAfter
to "now + time range". If the midnight button is set both dates will be
rounded down and up to midnight.




Advanced





Any extension, not covered on the other tabs can be added here as
defined in OpenSSL nconf. The validity can be checked by clicking
Validate. All extensions from all tabs will be shown here
to see them all in their final form. Click on Edit to continue
editing the extensions here.



Refer to the OpenSSL X509v3 configuration for more details: 
http://www.openssl.org/docs/apps/x509v3_config.html




Certificate Policies





The following example of openssl.txt also works in the advanced tab
to define certificate policies









certificatePolicies=ia5org,1.2.3.4,1.5.6.7.8,@polsect

[polsect]

policyIdentifier = 1.3.5.8
CPS.1="http://my.host.name/"
CPS.2="http://my.your.name/"
userNotice.1=@notice

[notice]

explicitText="Explicit Text Here"
organization="Organisation Name"
noticeNumbers=1,2,3,4












Adding more than one AuthorityInfoAccess entry is also possible here:








authorityInfoAccess=@aia_sect

[aia_sect]
OCSP;URI.1=http://www.some.responder.org/
OCSP;URI.2=http://www.some.other-responder.org/
caIssuers;URI.3=http://server.whatever.org/cert-path
caIssuers;URI.4=ldap://server.whatever.org/xxx,yyy














When exporting existing Certificates to templates, the extensions will
be translated to OpenSSL config file format.
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[bookmark: s11]11. Certificate Revocation Lists





All certificates are issued for a restricted period of time.
However it may happen that a certificate should not be used or becomes invalid
before the "not after" time in the certificate is reached. In this case
the issuing CA should revoke this certificate by putting it on the list of
revoked certificates, signing and publishing it.




[bookmark: ss11.1]11.1 Generation of Certificate revocation lists






In XCA this can be done by the context-menu of the CA and the
"revoke" entry in the context-menu of the issued certificate.
First all invalid certificates must be marked as revoked and
then a Certificate Revocation List should be created and will be stored in the
database.
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[bookmark: s1]1. Introduction




This application is intended as certificate- and key-store and as
signing application issuing certificates.




All data structures (Keys, Certificate signing requests, Certificates and Templates)
can be imported and exported in several formats like DER or PEM.
Import means reading a file from the filesystem and storing the data structure
into the database file, while exporting means to write the data structure
from the database file to the filesystem to be imported into an other application.




When opening a new database the first time, it needs a password to encrypt the
private keys in the database. This is the default password. Every time this
database is opened the application asks for the password. This input dialog
may be canceled and the database is still opened successfully.
However, the access to the keys is not possible without supplying the
correct database password every time a key is used.




When setting an empty password, XCA will never ask again for a password
when opening this database. This can be useful when playing around with test certificates or if all private keys are on security tokens.




The database password can be changed by the Menu item Extra->Change DataBase password




The different cryptographic parts are divided over 5 Tabs: Keys, Requests, Certificates, Templates and Revocation lists.
All items can be manipulated either by a context menu available by
right-clicking on the item, or by using the buttons at the right border.
Every item is identified by an internal name which
is always shown in the first column as long as the columns are not reordered by the user.




[bookmark: ss1.1]1.1 File Formats






There are several default file formats to exchange cryptographic data with
other applications.








			DER Distinguished Encoding
Rules is the binary ASN.1 encoding of the data.



			PEM Privacy-Enhanced Mail
is the base64 encoded version of the
DER formated data with additional header and footer lines
to be transported via e.g. E-mail 



			PKCS#X
Public Key Cryptography
Standards published by
RSA Laboratories












[bookmark: otherdoc] [bookmark: ss1.2]1.2 Further Reading 











			
SSL Certificates HOWTO



			
OS-PKI book












[bookmark: ss1.3]1.3 Copyright












Copyright (C) 2001 - 2018 Christian Hohnstaedt.

 All rights reserved.


 Redistribution and use in source and binary forms, with or without
 modification, are permitted provided that the following conditions are met:

 - Redistributions of source code must retain the above copyright notice,
   this list of conditions and the following disclaimer.
 - Redistributions in binary form must reproduce the above copyright notice,
   this list of conditions and the following disclaimer in the documentation
   and/or other materials provided with the distribution.
 - Neither the name of the author nor the names of its contributors may be
   used to endorse or promote products derived from this software without
   specific prior written permission.


THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE
COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR
SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT,
STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF
ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.


This program links to software with different licenses from:

 - https://www.openssl.org which includes cryptographic software
   written by Eric Young (eay@cryptsoft.com)"

 - https://www.qt.io/













[bookmark: ss1.4]1.4 Credits












Kerstin Steinhauff <tine (at) kerstine.de>
        Arts and graphics












Thank you very much.
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XCA - X Certificate and key management




(c) by Christian Hohnstädt, christian@hohnstaedt.de


April 2020 - Version 2.3.0


This application is intended for creating and managing X.509 certificates, certificate requests, RSA, DSA and EC private keys, Smart-cards and CRLs.
Everything that is needed for a CA is implemented.
All CAs can sign sub-CAs recursively. These certificate chains are shown clearly.
For an easy company-wide use there are customisable templates that can be used for certificate or request generation.
All cryptographic data is stored in a SQL database.
SQLite, MySQL (MariaDB), PostgreSQL and MicrosoftSQL (ODBC) databases are supported.
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[bookmark: s6]6. Smart-cards (Security Tokens)





Since XCA 0.8.0 the use of Smart-cards (Security tokens) is supported.
It is based on the PKCS#11 standard. The Options dialog contains a list
to add one or more PKCS#11 providers (libraries).
This is not restricted to Smart-cards but includes all type of security tokens like USB tokens.



Up to version 1.0.0 only RSA keys on security tokens were supported.
Since version 1.1.0 XCA also supports EC and DSA private keys on security tokens.




Once again: This software comes with no warranty at all! If XCA transforms your security token into a fridge, don't blame me.
For me everything worked fine and I tested it thoroughly.





On Linux the package opensc should be installed.
Please read the opensc documentation for more details.
Generally: if the opensc command-line-tool "pkcs11-tool -L" shows reasonable output, XCA will work.
Otherwise fix the opensc setup.
I had a functional setup with a "Reiner SCT" and a DELL keyboard with integrated card reader and TCOS Netkey E4 cards.
I also used Aladdin Etoken very successfully (Thanks for support!). The Aladdin PKCS#11 library supports all needed features very well.



The ECC token support was tested with the www.cardcontact.de ECC tokens.
The OpenDNSSEC SoftHSMv2 was used as PKCS#11 reference implementation
to test all the token algorithms and certificate and key download functionality
to the token.




Before the keys of a token can be used, they must be imported into XCA.
This means that XCA reads the token and shows the keys and certificates on the token.
They can then be imported partially or completely
via the Multi-import dialog to be used by XCA.
It is not unusual that a token contains more than one key or certificate.
It is of course possible to create your own keys on the token.
When selecting a token-key for signing, XCA verifies that the
corresponding token is available.



If the Card reader supports a secure PIN input by a built-in keyboard,
it will be used by XCA and it will not ask for the PIN but waits for the Pin-pad
input.



The following actions with smart-cards are supported:








			Import keys and certificates from the token.
(Token->Manage Security token)



			Everything you can do with other keys can be done with tokens,
too.



			On export, only the Public key is exported.



			Change the PIN and SO PIN of a token.



			Create a key on the token. (Button New Key)



			Store an existing key or certificate on the token.
(Context menu of the item)



			Delete certificates and keys from the token.
(Context menu of the item)



			Initialize cards and the user PIN via SO PIN











Existing, non-deletable, built-in certificates of Smart-cards may be ignored.
A new CA certificate can be created and self-signed by the Smart-card key.
It can then be used to issue end-entity certificates, containing other RSA, DSA or EC keys, sign imported certificate requests or generate CRLs




[bookmark: ss6.1]6.1 Key Management on the Token






XCA assumes for every private key on the card a corresponding public key.
When managing cards, XCA only searches for public keys.
There is thus no need to enter a PIN. When using the the key for signing
the corresponding private key on the card is selected and a PIN must be entered.





Accordingly, every time a key is generated on the card,
a public/private key-pair is generated.
Every time a key is stored on the card, XCA creates a public
and a private key object.





Firefox always only looks for private keys on the card.
If XCA does not show a key, which is however recognized by Firefox
a missing public-key object is the cause.




[bookmark: ss6.2]6.2 The Token Menu






The menu item: Token is accessible if a PKCS#11 library was loaded and initialized.




Managing Smart-cards





Security token specific operations are collected below
the menu-item Token




Manage Security Token





This is the Multi import dialog, which allows to view and select the items to be imported.
When started it reads the content of the selected token.
Additionally, it shows token information in the bottom-right corner and allows to delete and rename
items directly on the token.




Initializing Tokens





Initializing tokens is done via the menu item Initialize token. During this process either a new SO PIN must be supplied or the old SO PIN must be given. Additionally XCA asks for the label of this token.





After this operation succeeded, the User PIN is uninitialized and must be initialized via Init PIN




Deleting Items from the Token





Just delete the item as usual. XCA will then ask whether the item shall also be removed from the token.
Items on the token that were not yet imported can be deleted via the "Manage security token" menu.




Changing PINs





The User PIN and SO PIN can be changed via the Token menu and also via the key context-menu. In this case the correct token containing the key will be enforced.




Tested Providers





The following providers were used for testing:








			OpenSC: default provider for a lot of different cards and
readers. Deleting keys or certificates is currently not supported.

			The support of Netkey 4E cards is currently restricted.
Only import and using the keys and certificates
is possible.



			Feitian PKI cards work with the following restrictions:

			The cards must be initialized outside XCA with
pkcs15-init



			Storing keys onto the card crashes because of
assert(0) in card-entersafe.c in
opensc-0.11.13



			Deleting items does not work, because it is not
implemented in opensc-0.11.13/card-entersafe.c.



















			Aladdin eToken PKIclient-5.1: Works perfectly.
Read public keys from the token, write private keys to the
token, generate keys on the token, write certificates to the
token and delete them from the token.



			Linux only: OpenCryptoki (IBM): may be used as a pure software
token, but also supports TPMs and other IBM crypto processors



			www.cardcontact.de OpenSC branch supports RSA and EC Keys.
Downloading keys to the token is not supported.



			OpenDNSSEC SoftHSMv2 supports all mechanisms in software.
A great reference to test the PKCS#11 library interface.












Tested compatibility with other applications





For interoperability tests I used the Aladdin eToken together with the
Aladdin PKIclient 5.1 software and OpenSC with the Feitian PKI-card.




			Aladdin: /usr/lib/libeTPkcs11.so



			Feitian: /usr/lib/opensc-pkcs11.so (default)








I initialized the token as follows:








			Generate CA certificate with software key



			Generate server certificate with software key



			Generate client certificate with a key generated on the token



			Generate 2nd client certificate with software key



			Copy the software-key of the 2nd client certificate onto the token



			Copy the 2 client certificates onto the token



			Export CA certificate as PEM (ca.crt)



			Export server cert as PKCS12 without password (server.p12)



			Export server cert as "PEM Cert + key" without password
(server.pem) for Apache2












Firefox / Mozilla -> Apache










			Enable PKCS#11 token in Firefox:
Edit->Preferences->Advanced:
(Security Devices): (Load) Load PKCS#11 Device:
/usr/lib/libeTPkcs11.so



			Import CA certificate: Edit->Preferences->Advanced:
(View Certificates) (Authorities): (Import)



			Prepare apache config with:


SSLEngine on
SSLCertificateFile      /etc/apache2/ssl/server.pem
SSLCertificateKeyFile   /etc/apache2/ssl/server.pem
SSLCertificateChainFile /etc/apache2/ssl/ca.crt
SSLCACertificateFile    /etc/apache2/ssl/ca.crt
SSLVerifyClient         require
SSLVerifyDepth          10













			Connect with Firefox to the server. Firefox will prompt you
to select one of the 2 client certificates. Both work.












OpenVPN





The relevant server config is as follows:








pkcs12 server.p12














The client config is:








ca ca.crt
pkcs11-providers /usr/lib/libeTPkcs11.so
pkcs11-id 'Aladdin\x20Knowledge\x20Systems\x20Ltd\x2E/eToken/002882d2/F\xC3\xBCr\x20den\x20Firefox/D1A7BFF94B86C061'












The pkcs11-id can be obtained with the command:
openvpn --show-pkcs11-ids /usr/lib/libeTPkcs11.so
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[bookmark: s12]12. Options





The options dialog can be found in the file menu. All options are saved
in the database and do not depend on the operating systems registry or
configuration files.






[bookmark: ss12.1]12.1 String settings






This option applies to all strings converted to ASN1 strings.
The selected string type is automatically set to
the smallest possible and allowed type, covering all contained characters.





The list of allowed string types can be selected:








			PKIX in RFC2459 (default)All string types are
set as described in RFC2459



			No BMP strings All strings containing non printable
characters are regarded as errors.



			PKIX UTF8 only All string types are selected according to
RFC2459 for entities issued after 2004, which means that almost all
distinguished name entry types are set to UTF8.



			All stringsAll string types are allowed.














[bookmark: ss12.2]12.2 Default hash algorithm






Older Windows versions and OpenSSL versions can not handle
SHA256 and SHA512. This option allows to set the hash algorithm to SHA1
for instance.






[bookmark: ss12.3]12.3 Suppress success messages






After importing and generating new items a success message is shown.
This switch disables the messages.






[bookmark: ss12.4]12.4 Don't colorize expired certificates






Since version 0.9.2 the expiration dates of certificates will be colorized.
Red means expired or not yet valid. Yellow indicates certificates that only
have 4/5 of their lifetime until expiration.
The CRL expiration date will be marked red 2 days before expiration.






[bookmark: ss12.5]12.5 Translate established x509 terms






It is usually more clear to read "commonName" instead of e.g (german) "Allgemeine Bezeichnung". Same is true for "Extended key usage" or "Basic constraints".
With this setting the translated terms are shown and the Tool-Tip of the
entry shows the established term. If not set, the established term will be displayed
and the Tool-Tip contains the translation.






[bookmark: ss12.6]12.6 Only use hashes supported by the token when signing with a token key






The PKCS#11 token does probably not support all possible hashes for
a signature operation. I.e. the EC and DSA signing algorithms are currently only
defined with SHA1 in the PKCS#11 specification.



XCA does the hashing part of the digital signature in software outside
the token and uses the token to sign the hash.
That's why XCA may use additional hashing algorithms like ecdsaWithSha256.



If other applications that probably use the token hashing algorithms shall use the
token, this option should be set.






[bookmark: ss12.7]12.7 Disable legacy Netscape extensions






With this option set the input and use of the legacy Netscape extensions
will be suppressed. The certificate input dialog has no Netscape tab,
the request and certificate columns don't show the Netscape extensions
and when applying a template or converting certificates, the Netscape extensions
are removed.
However, the details of certificates and requests still show the Netscape extensions if they exist.






[bookmark: ss12.8]12.8 Mandatory subject entries






A list of mandatory distinguished name entries may be specified to
get a warning, whenever issuing a certificate that lacks one or more listed
entries. This requirement is not checked when editing templates,
because templates may have empty entries that will be filled during
the rollout of the certificate.






[bookmark: expDN] [bookmark: ss12.9]12.9 Explicit subject entries






This list may be used to change the list of the usual 7 distinguished name entries
shown in the subject tab of the Certificate / Request / Template generation dialog
to better fit ones needs.



When activating the Dynamically arrange explicit subject entries option,
the explicit entries are rearranged by the name to be edited.



If the name is empty, the entries are unchanged. Otherwise, the entries of
the name to be edited are displayed first, followed by the entries of the
list above not mentioned in the name to be edited.






[bookmark: ss12.10]12.10 PKCS#11 provider






Here you can select the path to one or more PKCS#11 libraries on your system.
If the list is empty, the Token menu will be unavailable.
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[bookmark: s10]10. Templates





Templates are special to XCA and not interchangeable with other applications.
They store all informations to create certificates or requests.





To use templates, just create a new certificate or request and apply one
of the templates (or parts of it) in the Source Tab.
Usually you have the distinguished name parts, that never change and properties (extensions) that define the use of the certificate.
You may apply the whole template or only the subject or only the extensions.





Next to the 3 default templates for CA, TLS server and client
certificates, customized templates may be created. Templates are not signed,
they are just a collection of common values for different certificates.
Therefore XCA does not care if any duplicates exist in the list of templates.





An easy way to create templates is to export an existing certificate or
PKCS#10 request to a template. Just select Transform->Template
in the context-menu of the item. The private key of the
Certificate or Request is not needed.
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[bookmark: s14]14. Step by Step guides





Beginners may follow these steps to easily create their first certificates.
This guide shows the minimal requirements for various tasks.  For more
advanced use of XCA, users are encouraged to familiarize themselves with
the applicable standards.




[bookmark: ss14.1]14.1 Setting up a Root CA Certificate










			Click the Certificates tab.



			Click the New Certificate button.



			Make sure the Source tab is showing, clicking it if necessary.

			At the bottom of the panel, ensure that the
"[default] CA"
template is showing, and click the Apply all button.
This will fill in appropriate values under the Extensions,
Key Usage, and Netscape tabs.











			Click the Subject tab.

			Type in the internal name; this is for display purposes
in the tool, only.



			Fill in the required fields in the upper Distinguished
Name section (Country name, State/Province, Locality,
Organization, Common name, E-Mail address).
The common name can be something like "ACME Certificate Authority".



			If you want to add in any additional parts to the
distinguished name, use the Add button.



			Select the desired private key or generate a new one.











			Click the Extensions tab.

			The Time Range is probably fine (10 years). If you want
to change the duration, then change it and click Apply.











			The CRL distribution point will be part of the issued certificates.
It should however be thought about a common URL for all of them like
http://www.example.com/crl/crl.der



			Click the OK button at the bottom.











You may wish to now issue an (initially) empty CRL.  Follow the instructions
given for issuing CRLs below, except that you do not actually revoke any
certificate.




[bookmark: ss14.2]14.2 Creating a CA-Signed Host Certificate











			Click the Certificates tab.



			Click the New Certificate button.



			Make sure the Source tab is showing, clicking it if necessary.

			At the bottom of the panel, select the template
"[default] TLS_server" (or another suitable
template, if you have created your own)
and click the Apply button.
This will fill in appropriate values under the Extensions,
Key Usage, and Netscape tabs.



			In the Signing section, select the certificate that
will be used to sign the new certificate.











			Click the Subject tab.

			Type in the internal name; this is for display purposes
in the tool, only.  For host certificates, the host
FQDN (fully qualified domain name) is not a bad choice.



			Fill in the required fields in the upper "Distinguished
Name" section (Country code, State/Province, Locality,
Organization, Common name, E-Mail address).  For host
certificates, the common name must be the FQDN to which you
wish users to connect. This need not be the canonical
name of the host, but can also be an alias.  For example,
if pluto.example.com is your web server
and it has a DNS CNAME entry of www.example.com,
then you probably want the Common Name value in the certificate
to be
www.example.com.



			If you want to add in any additional parts to the
distinguished name, use the drop-down box and Add
button.



			Select the desired private key or generate a new one.











			Click the Extensions tab.

			Change the Time Range if desired and click Apply.



			In the event that you need to revoke any certificates in the
future, you should designate a certificate revocation list
location.  The location must be unique for this root certificate.
XCA exports CRLs in either PEM or DER format with appropriate
suffixes, so this should be considered when selecting the URL.
Selecting a URI something like
http://www.example.com/crl/crl.der
is probably suitable.

On the "CRL distribution point" line, click the Edit
button.
Type in the desired URI, then click Add.
Add in any additional desired URIs in the same fashion.
Click Validate and Apply.
(Alternate mechanisms such as OCSP are beyond the scope of
this guide.)











			Click the OK button at the bottom












[bookmark: ss14.3]14.3 Creating a Self-Signed Host Certificate





This procedure is almost identical to that of creating a CA-Signed
certificate with the following exceptions:








			When creating certificate, select "Create a self signed certificate"
under the Source tab.



			Self-signed certificates cannot be revoked, so the CRL URI should
be blank.












[bookmark: ss14.4]14.4 Setting Up A Template






If you have, or expect to have, multiple hosts under one domain and
signed by the same root certificate, then setting up a template for
your hosts can simplify host certificate creation and improve consistency.





The values of templates can be applied on the first tab of the
certificate-generation dialog. It can be selected, whether the subject,
the extensions or both parts of the template will be applied.
This way a subject-only template may be defined and later
applied together with the TLS_client or TLS_server template.








			Click on the Templates tab.



			Click on the New Template button



			Select an appropriate value for the Preset Template Values, then
click OK



			Under the Subject tab, specify an internal name for the
template.



			Fill in (or modify) any values that you wish to be populated when
using the template.  Leave the rest blank (notably the "Common Name"
field).



			When all desired fields are filled in, click the OK button
at the bottom of the window.











Your template is now ready for use when creating new certificates.



Alternatively, you may export an existing Certificate or Certificate signing request
to a template by the Export-context menu of the item.




[bookmark: ss14.5]14.5 Revoking a Certificate issued by a CA











			Click the Certificates tab.



			Right-click on the certificate that you want to revoke
and select Revoke



			Right-click the CA certificate that was used to sign the certificate
being revoked.  Select CA --> Generate CRL



			Click the OK button in the Create CRL dialog.



			Click on the Revocation lists tab in the main window.



			Right-click on the CRL you just generated and select Export.
Select the desired format (probably DER) and click OK



			Copy the exported CRL to the location published in the issued
certificate's CRL Distribution Points.



			Optionally, delete older CRLs for the same CA certificate.
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