解决方法
1、开启虚拟机所在CVK上的IOMMU。需重启服务器配置生效 
[bookmark: _GoBack][image: https://zhiliao.h3c.com/uploads/t/20210702/16251955808412.png]
2、确认USB的bus、slot和function号，可通过lspci | grep USB命令查找。
如图中 03:00.3就分别代表bus，slot，function。添加到配置文件中，格式需分别调整为，bus 0x03 slot 0x00 function 0x0
[image: https://zhiliao.h3c.com/uploads/t/20210702/16251959603940.png]
3、若现场能直接插拔USB，可通过插拔usb设备，来确认现场要实现usb透传的pci号是多少。若不能插拔，需找到lsusb中看到的usb设备和lspci | grep USB看到的设备的对应关系。方法如下：
1）执行lsusb和lsusb -t确认usb设备对应的端口和总线
 [image: https://zhiliao.h3c.com/uploads/t/20210702/16251970246877.png]
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2）
cd /sys/bus/devices，可以看到诸如0000:03:00.3、0000:26:00.3的多个文件夹，依次查找lspci | grep USB看到的四个文件夹中的内容。比对VID和PID。vid在idVendor中记录，pid在idProduct中记录。
在哪个文件夹下找到vid和pid一致的，说明usb设备对应了哪个pci总线。
本例中插入的USB设备，可在0000:03:00.3/usb1/1-1/1-1.2的路径下，找到一样的vid和pid。
[image: https://zhiliao.h3c.com/uploads/t/20210702/16251959603940.png]  
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可知，这个usb设备对应的pci编号是03.00.3
[image: https://zhiliao.h3c.com/uploads/t/20210703/16252946542838.png]
3、确认好usb，slot，function后，关闭虚拟机，修改虚拟机xml文件，
修改前，需备份虚拟机xml文件。 
在xml文件中添加如下内容：
注意：下图中已经添加完成的虚拟机的配置文件，有两行address，但第二行address是保存配置文件后，系统自动生成的，不需要手动填写。
[image: https://zhiliao.h3c.com/uploads/t/20210703/16252950929450.png]
因此需要手动添加的信息为下方加粗的部分：  
<hostdev mode="subsystem" type="pci" managed="yes">
      <driver name="vfio"/>
      <source>
        <address domain="0x0000" bus="0x03" slot="0x00" function="0x3"/>
      </source>
    </hostdev>
    <hub type="usb">
      <address type="usb" bus="0" port="1"/>
    </hub>
    <memballoon model="virtio">
      <address type="pci" domain="0x0000" bus="0x00" slot="0x09" function="0x0"/>
    </memballoon>
  </devices>
</domain>
 添加完成后，保存配置文件，然后拉起虚拟机。
在虚拟机内部确认是否能识别到该设备，windows看设备管理器，linux执行lspci | grep USB
本例中是linux，标亮的就是直通过来的USB设备。这个pci编号，就是虚拟机xml文件中第二行address里自动分配的pci号。00.0c.0
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[root@slave_server Sentinel-LDK]# lspci
Host bridge: Intel Corporation 440FX - 82441FX PMC [Natoma] (rev 62)
ISA bridge: Intel Corporation 82371SB PIIX3 ISA [Natoma/Triton II]
IDE interface: Intel Corporation 82371SB PIIX3 IDE [Natoma/Triton II]
USB controller: Intel Corporation 8237158 PIIX3 USB [Natoma/Triton II] (rev 61)
Bridge: Intel Corporation 82371AB/EB/MB PIIX4 ACPI (rev 63)
VGA compatible controller: Cirrus Logic GD 5446
Ethernet controller: Red Hat, Inc. Virtio network device
USB controller: Intel Corporation 82801DB/DBM (ICH4/ICH4-M) USB2 EHCI Controller (rev

USB controller: NEC Corporation uPD720200 USB 3.0 Host Controller (rev 03)

SCSI storage controller: Red Hat, Inc. Virtio SCSI

SCSI storage controller: Broadcom / LSI 53c895a

Communication controller: Red Hat, Inc. Virtio console

SCSI storage controller: Red Hat, Inc. Virtio block device

SCSI storage controller: Red Hat, Inc. Virtio block device

Unclassified device [80ff]: Red Hat, Inc. Virtio memory balloon

USB controller: Advanced Micro Devices . [AMD] Starship USB 3.6 Host Controller
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[root@cvknode®2 devices]# lspci | grep

03:00.3 USB controller:
26:00.3 USB controller:
82:00.3 USB controller:
a2:00.3 USB controller:

Advanced Micro
Advanced Micro
Advanced Micro
Advanced Micro

-i usb

Devices, Inc.
Devices, Inc.
Devices, Inc.
Devices, Inc.

[AMD] Starship USB 3.0 Host Controller
[AMD] Starship USB 3.0 Host Controller
[AMD] Starship USB 3.0 Host Controller
[AMD] Starship USB 3.0 Host Controller
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[root@cvknode®2 ~]# lsusb

Bus 008 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 007 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 006 Device 001: ID 1d6b:0003 Linux Foundation 3.0 root hub
Bus 005 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
Bus 004 Device 001: ID 1d6b:0063 Linux Foundation 3.0 root hub
Bus 003 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub

Bus 002 Device 002: ID 0424:5744 Standard Microsystems Corp.

Bus 002 Device 001: ID 1d6b:0003 Linux Foundation 3.6 root hub

Bus 001 Device 006: ID 046b:ff10 American Megatrends, Inc. Virtual Keyboard and Mouse
Bus 001 Device 003: ID 046b:ff01 American Megatrends, Inc.

Bus 001 Device ID 0424:2740 Standard Microsystems Corp.

Bus 001 Device 004: ID 0529:0001 Aladdin Knowledge Systems HASP copy protection dongle
Bus 001 Device ID 0424:2744 Standard Microsystems Corp.

Bus 001 Device 001: ID 1d6b:0002 Linux Foundation 2.0 root hub
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[root@cvknoded2 ~1# lsusb -t

/: Bus 08.Port 1: Dev 1, Class=root_hub, Drive; cl _hcd/2p, 10000M
/: Bus 07.Port 1: Dev 1, Class=root_hub, Drive 480M
/: Bus 06.Port 1: Dev 1, Class=root_hub, Driver: 100060M
/: Bus 05.Port 1: Dev 1, Class=root_hub, Drive 480M
/: Bus 04.Port 1: Dev 1, Class=root_hub, Drive 10000M
/: Bus 03.Port 1: Dev 1, Class=root_hub, Drive; _f 480M
/: Bus 02.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 10000M
|__ Port 1: Dev 2, If 0, Class=Hub, Driver=hub/4p, 5000M
/: Bus 01.Port 1: Dev 1, Class=root_hub, Driver=xhci_hcd/2p, 480M

|__ Port 1: Dev 2, If 6, Class=Hub, Driver=hub/5p, 480M
|__ Port 2 Dev 4, If @, Class=Vendor Specific Class,
1— 0, Class=Vendor Specific Class,
|__ Port 2: Dev 3, If ﬂ Class—Huh Driver=hub/5p, 486M
|__ Port 4: Dev 6, If 0, Class=Human Interface Device, Drive
|__ Port 4: Dev 6, If 1, Class=Human Interface Device, Driver=usbhid,
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[root@vknoded2 devices]# cat 6000:03:00.3/usbl/1-1/1-1.2/1idVendor

8529
[root@cvknode6? devices]# cat 0000:03:09.3/usb1/1-1/1-1.2/idProduct

0001
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[root@cvknoded2 devices]# lsusb

Bus 008 Device 1d6b:0003 Linux Foundation 3.0 root hub
Bus 007 Device 1d6b:0002 Linux Foundation 2.0 root hub
Bus 606 Device 1d6b:0003 Linux Foundation 3.0 root hub
Bus 005 Device 1d6b:0002 Linux Foundation 2.0 root hub
Bus 604 Device 1d6b:0003 Linux Foundation 3.0 root hub
Bus 003 Device 1d6b:0002 Linux Foundation 2.0 root hub

Bus 002 Device
Bus 002 Device
Bus 001 Device
Bus 601 Device
Bus 001 Device
Bus 601 Device
Bus 601 Device
Bus 801 Device

8424:5744 Standard Microsystems Corp
1d6b:0003 Linux Foundation 3.0 root hub

846b: 1710 American Megatrends, Inc. Virtual Keyboard and Mouse
046b: 1101 American Megatrends, Inc.

8424:2740 Standard Microsystems Corp.

©€529:0001 Aladdin Knowledge Systems HASP copy protection dongle
6 Standard Microsystems Corp.

1d6b:0002 Linux Foundation 2.8 root hub
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